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Abstract—This paper proposes a sampled-data, measurement-
robust, risk-aware control barrier function (RA-CBF) framework
for stochastic systems with measurement uncertainty. In this
framework, what is available for control design are measurements
of the system states, which are subject to unknown noise. First, in
order to estimate the system states from these measurements, an
offline-trained neural network is employed as a state estimator.
Next, to quantify the performance of the state estimator, the state
space is discretized, and calibration datasets are sampled from the
grid points. Conformal prediction is then implemented, providing
the estimation error bound with user-defined probability. In
addition, we leverage the estimation error bound into sampled-
data robust RA-CBF design, such that the probability that the
state of the system enters the unsafe set during a finite time
horizon is bounded by a desired threshold. Various case studies
demonstrate the effectiveness of the proposed method.

Index Terms—Stochastic differential equation, measurement
uncertainty, neural network, conformal prediction, risk-aware
control barrier function.

I. INTRODUCTION

NSURING safety is a critical area of research in au-
tonomous systems, with applications such as collision
avoidance in self-driving vehicles and robotics [1f]. Control
barrier functions (CBFs) have proven to be highly effective
and have attracted widespread attention for the design of safe
controllers [2|-[4]]. CBFs have been applied primarily to deter-
ministic systems, while recent work has also been extended to
stochastic systems [5], [6]]. However, CBF-based controllers
rely on full state feedback. In real-world applications, the
actual state of the system is usually not directly accessible
and can only be perceived through noisy sensors. As noted in
[7]], a state-based controller may fail to guarantee performance
when the true states are replaced by state estimates. Thus, it is
of great significance to address the challenge of measurement-
robust CBF controller design for stochastic systems.
There are some preliminary results related to the problems
in the existing literature. In [8]], a measurement-robust CBF
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controller is designed for deterministic systems, where the
authors assume that the sensor map is invertible and free
of noise. In [9]], a robust CBF is proposed for stochastic
systems, yielding risk-aware safety. The authors are using the
Extended Kalman Filter (EKF) as the state estimator, which
relies on the assumption of a known linear measurement sensor
map and additive Gaussian disturbances. Moreover, under
known bounds of disturbances on the system dynamics and
sensor measurements, a safe and robust observer-controller
is proposed in [7]. To overcome the limitations of model-
based state estimators, we employ a neural network (NN) to
estimate the state from noisy measurements. The NN enables
handling unknown and complex sensor mappings directly from
data, thereby accommodating a wider class of measurement
noise. Conformal prediction, introduced in [[10]], is then used to
quantify the uncertainty of the NN estimator in a distribution-
free manner. Especially, in [11]], [12], a neural network-
based state estimator is combined with conformal prediction
to quantify estimation errors over a discretized state grid,
and an event-triggered controller is proposed for deterministic
systems. This approach eliminates the need for explicit sensor
models or noise assumptions and is applicable to various
real-world scenarios. However, the authors in [[11], [12] did
not consider uncertainty in the system dynamics. Extend-
ing learning-based estimation with conformal prediction to
stochastic systems introduces significant challenges due to the
randomness in system evolution. As a result, the problem of
designing measurement-robust control barrier functions under
stochastic dynamics remains open and technically demanding.

On the other hand, especially for stochastic systems, it
is common to design control strategies with a probability
of constraint violation. When the probability is known and
designable, this is referred to as risk-aware control [[13]], [14].
Considering a finite-time horizon, a risk-aware CBF is con-
structed based on a stochastic level-crossing technique [15],
and has been shown to be less conservative than stochastic
CBF in [5]. Note that the existing results in [S], [15] on
risk-aware safe control for stochastic systems assume perfect
state measurement. However, when noise is present in the
measurements, these methods fail to offer theoretical risk-
aware safety guarantees. Our aim is to address this limitation
and develop a framework applicable to stochastic systems with
measurements subject to unknown noise.

To this end, we propose a sampled-data, measurement-
robust, risk-aware CBF for stochastic systems with mea-



surement uncertainty. By utilizing a learning-based (neural
network) state estimator and conformal prediction, we first
obtain probabilistic estimation error bounds at state-space
grid points, and subsequently derive a probabilistic estimation
error bound for any point within the state space. To deal
with the stochastic system dynamics, we employ the Doob’s
martingale inequality [[16] and further derive the estimation
error bound between estimated and real system trajectories
of stochastic systems over finite-time horizon with a desired
probability. Moreover, we incorporate the estimation error
into the risk-aware CBF [15] such that the probability that
the system state enters the unsafe set during a finite-time
horizon is bounded by a desired threshold. Compared to the
existing results on safe control with specific measurement
noises assumptions [7]-[9], our method does not require any
assumptions on noise. Additionally, unlike the deterministic
system considered in [11], our method extends to stochastic
systems. The contributions are summarized as follows:

e We propose a sampled-data, risk-aware control barrier
function (RA-CBF) framework for stochastic systems that
is robust to measurements subject to unknown noise.

o We develop a learning-based state estimator for stochastic
systems combined with conformal prediction, and derive
an estimation error bound between the estimated and
actual stochastic system trajectories over a finite-time
horizon with a desired probability.

o We leverage the estimation error bound into a sampled-
data risk-aware CBF framework, ensuring that the risk of
unsafe behavior over a finite-time horizon is bounded by
a desired threshold.

II. PRELIMINARIES AND PROBLEM FORMULATION

Notations: The set of real numbers is denoted by R. A7 is
the transpose of the matrix A. Tr(A) is the trace of matrix
A. The Gauss error function is erf(z) = % Jy e " dt and
its inverse is denoted by erf~1(-). P(e) is the probability of
an event e. e denotes the complement of event e. L;B(x) is
the Lie derivative of B along f at . A continuous function
a: (=b,a) = (—o0,+00) is an extended class K function for
a,b € RT, denoted by o € K, if it is strictly increasing and
a(0) = 0. || - || represents 2-norm.

In this work, we follow [9], [15] and define a stochastic
system via the stochastic differential equation (SDE):

d(z(t)) = (f(z(t) + g(x(t))u(t))dt + G(x(t))dw(t), (1)

where z(t) € X C R™ and w € U C R™ are the state
and control input of the system, respectively. f : X — R"
and ¢ : X — R™ are Lipschitz-continuous functions.
G : X — R"*? is a continuous function. w € R? is a standard
Wiener process, defined over the probability space (2, F, P).
We assume that we can not directly access the state vector,
but only an output (measurement) vector defined as:

y(t) = ps(x(t), 6(2(1))), 2)

where y(t) € R! is the measurement vector or system output,
ps is an unknown sensor map. §(z(t)) is the noise modeled by
a random variable drawn from an unknown distribution Dy.

A safe set S is defined by a twice-differentiable function
B:R"—>Ras: S={re€X:0< B(z) <1}

Assumption 1. The initial state of the system (1) is in the
safety set, x(to) € S. There exists a known constant 7y such
that B(z(tg)) < .

To guarantee safety with a CBF-based controller, we need
to estimate the state x(¢t) from the measurement y(¢). Thus,
we consider the following problems.

Problem 1. How to obtain an estimate I of the state x using
the measurements y? How to quantify the estimation error
T = x — & with conformal prediction?

Consider a finite-time horizon [0,7'), we define p,, as the
probability that the stochastic process x(t) enters the unsafe
set during the horizon, namely,

Py = P{z(7) ¢ S,for some 7 € [0 T)}. 3)

Problem 2. : How to design a CBF-based controller for
stochastic system (1)) that incorporates the state estimate & and
the estimation error T quantified by conformal prediction, so
that the probability of the system state x entering the unsafe
set during [0,T) is bounded by a desired threshold p, that is,

Pu < p?

III. METHODOLOGY
A. Neural Network State Estimator and Conformal Prediction

To solve Problem 1, we employ a neural network to learn
an inverse mapping from noisy measurements to system states,
thereby enabling the handling of general and unknown mea-
surement noise. Conformal prediction, introduced in [[10]], is
subsequently utilized to quantify the uncertainty of the learned
estimator in a distribution-free manner, providing probabilistic
guarantees on the estimation error.

State Estimator: To estimate the state from measurements,
we use a neural network as the state estimator, i.e.,

2(t) = NN (y(t)), )

where Z(t) is the state estimate from measurement y(t). NN
is a neural network that is trained offline using training datasets
with measurement-state pairs.

Remark 1. The proposed method assumes that the system is
partially observable in the state space, such that the states
critical for safety can be estimated. Full state observability is
not required.

Conformal prediction: We assume that the state space X' €
R™ is a compact set. Given ¢ > 0, we construct a grid of
X such that for each z € X, there exists a grid point z;
satisfying ||« — z;|| < e. The set of all grid points is denoted
by X. We assume that we have measurement-state pairs for
each x; € X as the calibration dataset. To collect it, we can
measure N times for each state x; € X with sensor map
@) independently, and thus we obtain the calibration dataset
{y](.l)7 zj},i=1,2,---, N, where yj(-z) is the ith measurement
for grid point x;. Then for each grid point z; € X we can



calculate the nonconformity scores, i.e., the estimation errors,
wrt the points in the calibration dataset as

R = INN() —ajll ie {1 N} )

Thus, for a new test measurement y; at x;, with a target
failure probability «;, € (0,1), the estimation error with (@)
can be quantified by the (1 — a;)th quantile of the sequence
of R§-1), e ,RéN), 00, and calculated by:

R; =the [(1 — a;,)(IN + 1)]th smallest value in
{B" ) U {oo). (®)

Thus, we have that P(|[NN(y,;) —z;|| < R;) > 1 —«
Furthermore, if the sensor map ps and the neural network
have Lipschitz constants L, and Ly, respectively, from
[11, Proposition 1], it holds that for each z € X and its
measurement y from (2),

Qp,

P(|[NN(y) —z| <supR; + (LyLyn +1)e) > 1 —
J

that is,

P([|2 —z|| <sup R; + (LpLnn +1)e) > 1 — . (7)
j

Next, we incorporate (7) into a risk-aware CBF (RA-CBF)
design.

B. Sampled-data measurement-robust CBF design
Definition 1. /7] The (infinitesimal) generator of stochastic
process x(t) is defined by

_ iy ELB(()]2(0)
LB(zp) = ltlfél ;

= 370] — B(SU())

(®)

for functions B : R™ — R, such that the limit exists for all
zo € R™.

For a stochastic process x(t) satisfying (I)), the generator of
a twice continuously differentiable function B is [[17]]

0’B
WG(@"))-
Assumption 2. The functions F(z,u), LyB(z), LgB(z),
G(z) and q(x) are bounded with known bounds F, €, n,
M and e, where F(x,u) = f(z) + g(x)u, and q(z) =
Tr(G" (x)$BG(@)).

Assumption 3. The functions L;B(x), LyB(x) and q(x) have
Lipchitz constants ﬁLfB, LLgB and L.

LB(x) = LyB(x)+ LyB(x)u + %TT(G(LL‘)T

Consider the time interval [0, 7") with sampling time instants
t; =iAt,i=0,1,2, r—1, where (r — 1)At < T < rAt.
The estimation error bound for the stochastic state trajectories
is then provided by the following lemma,

Lemma 1. Given assumption [2] consider the sampling time
instants {t;}, then

P(||lx(t) — 2(t;)|| < B,Vt € [ti, tiv1), Vi € {0,1,---

, M32At.,
> (1 —ap) (1—7) ;

77/.71})

where = FAt + sup; R; + (LyLnn +1)e+ A and A >0
is a design parameter.

Proof: Recall d(z(t)) = (f(z(t) + g(x(t))u(t))dt +
G(z(t))dw(t). By integrating the above SDE, one has

x(t) = x(t;) + / F(z(s),u(s))ds + ) G(z(t))dw(t).
L L ©)
Then, for any ¢ € [t;, t;11),
() = 001 <1 | Flatohalen)as] +a(e) ~ (6]

+ oswp | / G(a(s))dw(s)|.  (10)
£ <t<t;iq

t;

It holds that

H/

and it follows from (7) that the following holds with proba-
bility 1 — o,

[l (t:)

By use of Doob’s martingale inequality [16, Theorem 1.7],
one has

5))ds|| < F(tiy1 —t;) = FAt,  (11)

— ()] < sup R+ (L,Lyn + 1)e. (12)
J

t
P( sup | [ Gla(s)dw
t; <t<t;y1 t;
(s)7]

()l =)

"G (s) ) dw
< 2

on the other hand, applying Itd isometry and |G (z(t))|| < M,
we obtain

13)

tit1

Bl [ Glaau()|P] = B[ [Gla(s) P

ti

<M?(tiy —t;) = M2At. (14)
Substituting (T4) into (T3], one has
M2At
R s | [ Goants) > < 2
t <t<tiii Jt; A
Using the complement of an event, one further has
t 2
M=At
P swp || [ Glals)du(s)] <2 =1- = (15)

1 <t<tit1 t;
Substituting (T1),(I2) and (I3) into (I0), it holds that

P(la(t) = (6] < B € [t b)) > (1= ) (1 — 22

where 3 = FAt+sup; R;j+(L,Lyn+1)e+A. Then it holds

. M2At,,
> (1 ap) (1= = )" (16)
The Proof is then completed. [ ]

Using the estimation error between the estimated and actual
stochastic system trajectories provided in Lemma I} we incor-
porate it into the RA-CBF framework and propose sampled-
data, measurement-robust, risk-aware CBF.



Theorem 1. (Sampled-data measurement-robust risk-aware
CBF): Given Assumptions |I| to 3| the function B(x) is a
sampled-data measurement-robust risk-aware control barrier
function if there exist a o > 0, a designed parameter pg € [1—
erf( L), (1—ap)"(1— M)\;,At) ] such that zero-order hold
(ZOH) control for stochastic system (1)) satisfies the following
condition at all sampling time instants t;,© = 0,1,2,--- ;r—1
on [0,T),

LyBGE(0)) + (pa( (1) + LB (E)ult) + 5a(i(t)
()| + (@ (1)
ifi=0,
ifi=1,2,...

(6%
< ’ ) 17
- {a(a — Yo &), n

where
ta(Z(t:)) =aAtLyB(&(ti)), o =
peli(t)) =a AL B (1) + L1,58+ 50
+3LaB) + (Lo + 5L0)5,
(VET)erf (1= pa),

1
LB L,B t = ,

pemax | LyB(@) + LoB(z)u(t) + a(@)

with 3(&(t)) = { : | — 2t < B}.
Then the probability that the stochastic process x(t) enters the
unsafe set during the horizon [0,T) is bounded by
M2At .,

A2 )

,7‘—1,

(OéAt + I)ELHBB,
(@(t:))

e=1—vy—

& =

p=pat+l—(1-0ap)"(1-
Proof: Let
cla(t), ulti)) = LyB(@(t) + LyBa(t)u(t:)
+ 3@ (1)) — ale ~ I (),
and for any ¢ € [t;,t;11),
e(alt), u(t) = L B(a(t) + L, Bla(®)u(t)

+ éq@:(t» ~ale - (1),

where I, (t fo LB(x(s),u(s))ds. If ||z(t) — z(¢;)] <
B,Vt € [tl,tzﬂ) Vi € {07 1,---,r — 1}, then we have
c(x(t), u(t)) — c(&(t:), u(t:))

v(t:)ll + Lo, sllut)|[[|2(t:) — 2]
Bt = a(=IL(t) + IL(t:))

<(Lr,B+ Lr,slult:)| + 5£q)6 + aAt(LyB(2(t;))
+ L, BB+ LgB(&(t:))u(ts) + L, pllult)|B
+ 2a(#(60) + 5L45)

Spa(@(ti))ults) + pollu(ts)|| + pe(@(t:)).

Then, one has

c(a(t), u(t)) <c((t:), ulti)) + pa(E(t:))ults) + plults)]|
+ pe(E(ti))-

<£Lf3||$(t)
(

+ E Jllz(t) —

Thus, under the control satisfying (T7), if ||=(¢)
BVt € [ti,ti+1),v7; S {0, 1,---

c(z(t),u(t)) <0, Vt € [0,T).
Combing with Lemmd]T] it holds that

— 2t <

,7 — 1}, then we have

M2At
— ) (1= )"
(18)

c(z(t),u(t)) < 0,vt € [0,T) implies the risk-aware CBF
condition in [15) Definition 5] is satisfied, which is denoted
by event e1. The system state enters unsafe set during [0,7")
is denoted by event es. Thus, the (I8) is re-written as
. M?At .,

Pler) = (1= a,)"(1 = )"
and from [15, Theorem 1], one has P(e3|e;) < pg4. Then, using
the total probability theorem [[18| section 1.4],

P(c(z(t), u(t)) < 0,Yt € [0,T)) > (1

P(e2) =P(ez]e1)P(e1) 4 P(ez|e])P(e])
i, M32At .,
<pa+ (1= (L=ap) (1= 7))
The Proof is completed. [ ]

Remark 2. In practice, a candidate CBF B(x) for the
condition is constructed based on the desired safety speci-
fications, where the safe set is characterized by 0 < B(x) < 1.
The parameter o > 0 involved in condition is typically
tuned to ensure that the constraint remains feasible
while avoiding excessive conservativeness. The parameter pg
is specified to set the target risk level, such that the actual risk
level of system p under the resulting control meets the desired
safety requirements.

Remark 3. The state-space discretization required for con-
formal prediction increases offline computational cost as the
state dimension grows. Although this step is performed offline,
scalability remains a concern for high-dimensional systems.
Future work will investigate randomized sampling and dimen-
sionality reduction to mitigate this issue.

IV. CASE STUDY

In this section, we verify the effectiveness of our proposed
sampled-data measurement-robust risk-aware CBF controller
through two examples: robot visitation and obstacle avoidance.

1) Robot Visitation: We consider a mobile robot which is
modeled by a 2-D single-integrator stochastic model below,

d.’El = ’Uldt + Gldw,
d.IQ = ’Ugdt + Gde,

where * = [z1,79]7 € R? is the system state, which
represents position of the robot, u = [vy,vs]7 € R? is
the control input, which consists of velocities. The sensor
measures the state with y = x+J, where y is the measurement
vector and § represents the measurement noise, which follows
an exponential distribution with a mean of 1/200. The mobile
robot aims to reach the target z, = [1/v/2,1/V/2]T, while
remaining within a safe set defined by a circular region with
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Fig. 1: The trajectories under our method, compared to the RA-CBF and S-CBF: the mobile robot moves starting from initial positions and
aims to reach the target, while remaining within a safe set marked by the blue circular region.

radius R = 1, centered on s, = [0,0]7. In this case, we
employ a three-layer feedforward neural network as the state
estimator, and use 1.02 x 10° state-measurement pairs to train
the neural network offline with the MATLAB R2023b Deep
Learning Toolbox. To quantify the estimation error of the
NN, we discretize the state space as a grid over the range
[—1,1] x [-1,1] and the distance between every two adjacent
sampling grid points, either horizontally or vertically, is 0.02.

We measure 1000 times for each grid point independently
and obtain state-measurement pairs as calibration datasets. We
then set the failure probability «y, as 0.005, and implement
conformal prediction at each grid point, to eventually get
P(||Z — x| < 0.068) > 0.995. To test our proposed sampled-
data measurement-robust risk-aware CBF incorporating the
estimation error quantified by conformal prediction, we con-
sider the time horizon [0,0.6) and set the sampling time
interval as 0.01s. We construct B(x) = 27 + 22 such that
the safe region is characterized by 0 < B(x) < 1, employ
—k[Z — s4] with k = 10, as nominal control and construct
an optimization-based controller to minimize the difference
between control signal and nominal control, while satisfying
the constraint (T7). We evaluate our method with two cases: (i)
initial position [—1/+/2,0] and risk p = 0.5; and (ii) initial
position [0, —2/+/5]7 and risk p = 0.8, and compare with
the following existing methods: risk-aware CBF (RA-CBF) in
[15], and stochastic CBF (S-CBF) in [5]. The comparative
trajectories are shown in Fig In addition, we test 100
trajectories for each case and conclude the results in the table.

TABLE I: Comparison of Average Stopping Distances to x4, for
Different Methods

Cases Methods | Measurement | Average Stopping | Observed
Distance to x4 Pu
Ours Noisy 0.3378 0.00
Case(i) RA-CBF Perfect 0.0087 0.00
S-CBF Perfect 0.5239 0.00
RA-CBF Noisy — 0.91
Ours Noisy 0.3733 0.00
Case(ii) | RA-CBF Perfect 0.0113 0.00
S-CBF Perfect 0.4388 0.00
RA-CBF Noisy — 0.98

From Fig. [I] we observe that the trajectories under our
method and the S-CBF (perfect measurement) converge within
some different distances to the target, which lies on the

boundary of the circle. The trajectories under the RA-CBF
(perfect measurement) consistently move towards the target.
From TABLE [, we compare the average stopping distances
to x4, and the RA-CBF (perfect measurement) achieves the
shortest distance. Note that the RA-CBF and S-CBF are
using perfect measurements, whereas our method considers
noisy measurement and NN-based state estimator. Hence,
the quantification of the estimation error using conformal
prediction and the robust design in our method introduce some
level of conservativeness compared to the RA-CBF, which
considers perfect measurement. However, notably our method
is still less conservative than the S-CBF since the robot reaches
closer to x4 under noisy measurements, compared to the S-
CBF with perfect measurement. Moreover, we observe that
the observed p, exceeds the designed risk bound when RA-
CBF is used to handle noisy measurements. This implies that
RA-CBF fails to provide risk-aware safety guarantees in the
presence of measurement noise. These results demonstrate the
effectiveness of our method.

2) Obstacle Avoidance: We consider a robot with 3-D
nonlinear stochastic model,

dry = 0.2tanh(x) + uidt + G1dw,
dxo = 0.2tanh(zq) + uadt + Gadw,
dzs = 0.2 tanh(z3) + usdt + Gsdw,

where * = [r1,79,23]7 € R3 is the system state. u
[u1,ug,u3]T € R? is the control input vector. The sensor
measures the state with y = &+, where y is the measurement
and ¢ is a gaussian noise. The robot aims to move from
its initial position, [—0.7, 0.3, —0.5]7 to the goal position
x4 :[0.9,0,0.9]7. Along the way, it must avoid collision with
two obstacles: obstacle 1: a sphere with radius r; = 0.2 and
centered at [0, 0,0]7’; obstacle 2: a sphere with radius 7, = 0.1
and centered at [—0.6,0,0.7]7. We use a feedforward neural
network as the state estimator, discretize the 3D state space,
and implement conformal prediction to quantify the estimation
error. Then we get P(||&—x|| < 0.1653) > 0.995. We consider
a finite-time horizon [0,0.8s) and the sampling time interval
At = 0.01s. We construct By(x) = e~c(@iteatai—ri) and
By(x) = e ((@1+0.6)°+a34(22=0.0"=13) with ¢ = 0.8 wort.
the safe region avoiding collision with two obstacles, respec-



tively. We use —k[& —x,] with k = 10, as the nominal control,
and the two constraints derived from (I7) as the safe filter.
We set the risk bounds for collision with both obstacles to
0.6 and compare our method with a baseline where conformal
prediction is not used to quantify estimation error. That is,
in the baseline, the state estimate from the neural network is
used directly in the risk-aware CBF. The comparative results
are depicted in Fig. 2]
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(b) Baseline: a risk-aware CBF integrated with a
NN state estimator without conformal prediction

Fig. 2: Comparison of trajectories under our method and baseline:
the mobile robot moves starting from the initial position and aims to
reach the goal, while avoiding collision with obstacles.

From Fig. 2] we observe that the robot using our method
consistently moves safely toward the goal, while most trajecto-
ries of the robot using the baseline method result in collisions
with obstacles. In addition, we test 100 trajectories for the
two methods. The robot under our method can always avoid
collision with obstacles. However, the robot using the baseline
method collides with the obstacles 94 times out of 100,
resulting in an unsafe probability of 94% (which exceeds the
set risk bound of 0.6). This demonstrates that the uncertainty
in the neural network estimation significantly increases the risk
of unsafe outcomes. These results highlight the importance of
quantifying estimation error using conformal prediction and
incorporating robust design, as done in our method ﬂ

ICodes: https://github.com/MtJUNHUIZHANG/Robust_Risk-aware-CBF.

V. CONCLUSIONS

This paper presented a sampled-data measurement-robust
risk-aware CBF for stochastic systems. With only sensor mea-
surement, a neural network is utilized as the state estimator,
and conformal prediction is employed to quantify its estima-
tion error. Subsequently, a sampled-data measurement-robust
risk-aware CBF is proposed by incorporating the estimation
error, so that the probability that the system state enters
the unsafe set during a finite-time horizon is bounded by a
desired threshold. Finally, two case studies are provided to
demonstrate the effectiveness of the proposed method.
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