Problem Formulation

Model: A Cyber-Physical System X which can be viewed as a mapping from a set
of initial conditions X, and input signals U € U¥ to output signals YX. Here R is a
bounded time domain equipped with a metric dg, U Is a compact set of possible

Input values at each point in time(input space) and Y is the set of output
values(output space)

Specification: A metric temporal logic (MTL) formula ¢ that captures

the systems’ desired behavior.

Problem: For an MTL specification ¢, the MTL falsification problem consists of
finding an output signal y of the system X starting from some valid initial state

xo € Xy under an input signal u € U such that
y does not satisfy specification ¢.
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MTL specifications

The formulas are built from a finite number of atomic propositions ['1 which
label areas of interest in the environment such as rooms or obstacles. The
propositional formulas are formed using the traditional operators of conjunction
(A), disjunction (v), negation (), implication (=), and equivalence (<). MTL
formulas are obtained from the standard propositional logic by adding temporal
operators such as eventually (¢), always (1), and until (U). MTL also allows
timing constraints.

a—a now
G a - always a

F a — eventually a
X a — next state a
azb—auntilb

aZb—abeforeb
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MTL Intuition
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Discrete-time Robust Semantics for MTL
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* Based on formula re-writing * Based on dynamic programming
» Suitable for runtime monitoring algorithms  * Suitable for offline testing

 Details on: « MTL formulas: O(|o| [T| ), where
Fainekos and Pappas. "Robustness of temporal C = MaX gqcpr 1eT(e) |U: MaxJ(, ]|
logic specifications for continuous-time e Details on:

signals.” Theoretical Computer Science 410.42 Fainekos et al. "Verification of automotive
(2009): 4262-4291. control applications using s-

taliro." American Control Conference
(ACC), 2012. IEEE, 2012.

Why Is the problem challenging?

Near Earth Asteroid Control laws

Rendezvous (NEAR) u = h(x,w) Autonomous

system code

High-level “smart” TN
system logic

Jdw/dt=-(w+Cv)xJ(w+Cv)+J(wxCv-Cdv/dt)+u CeA
de/dt=1/2(exw+nw) Xo 2

dn/dt=-1/2e"w
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problem
dx/dt= dx/dt=
falx,u,w)

“Continuous” system “Discrete” system
dynamics dynamics
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Recent examples of Automotive Recalls due to CPS Errors (2011-2012)

No downshifting from 5™ to 4™ under certain operating conditions I
Rough idling or stalling due to complicated adaptive ECU I
Electric motor to rotate in the direction opposite to that selected by the transmission I
Cruise control does not disengage unless turning off the ignition I

Robustenss

Powertrain Problem

o state var.

Simulink® Checkmate (CMU) model

Falsifying ¢,

Formalizing Specification ¢;:
Find values for the initial parameters such that il
starting from O speed, the gear transitions from 2
second to first to second.
¢,= —F(gear, A F(gear, A Fgear,))
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Falsifying ¢,

Formalizing Specification ¢,: .

A “useful” property is to find constrain the gear

change from second to first to second not

happen within 2.5 sec. 2} -
¢, = G((—gear, A X gear;) - Gy, 5 —gear,) (
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Formalizing Specification ¢s: Falsifying ¢3
Verify that the jitter is within acceptable limits. 3000 e
¢; = G(gear,, > b) 2000
Robustness cost function for ¢, o W

Shift Schedule

Generated with systematic
testing on grid.
Bad behaviors were missed.

Example of Robustness Landscape

Specification:

(a)

System:
dx o
E = x—y+ At N
dx _ 2] 2
i ycos(2my) — xsin(2mx) + 0.1t £ ;
Initial conditions: g o %
[—1,1] X [—1,1] .
1

G[O,Z] —a
where O(a) = |[—1.6,—1.4] x [-1.1,—.9]

(b)

Negative Robustness

i.e. falsifying behavior
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Solution: S-TaLiRo Toolbox
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Three main features:

- Finding Falsifying Trajectories for Deterministic Cyber Physical Systems
- Minimum Expected Robustness for Stochastic Cyber Physical Systems
- Parameter Estimation of MTL formulas for Cyber Physical Systems

Quadrotor Path Planning

Model: Quadrotor Model from the Robotics Toolbox[1] I

2D and 3D Path Planning

Specification for 2D Path Planning: Visit the yellow marked regions ry, r,, rswhile avoiding the

red marked regions 7z, 75

$2p = Fro101(i AT AT3) A G (15 V 76)
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Specification for 3D Path Planning: Visit the yellow marked regions ry, r,, rswhile avoiding the

red marked regions rz, 15

$3p = Fo10)(m ATy AT3) AG(15 V 16 V T7)
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[1] - P.l. Corke, “Robotics, Vision & Control”, Springer 2011, ISBN 978-3-642-20143-1




