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Abstract—A framework for the debugging of formal
specifications for Cyber-Physical Systems is presented.
Two debugging algorithms are presented. The first checks
for erroneous or incomplete temporal logic specifications
without considering the system. The second can be utilized
for the analysis of reactive requirements with respect to
system test traces. The specification debugging framework
is applied on a number of formal specifications collected
through a user study. The user study establishes that
requirement errors are common and that the debugging
framework can resolve many insidious specification errors.

I. INTRODUCTION

In formal verification of Cyber-Physical Systems
(CPS), a system is verified with respect to formal spec-
ifications. However, developing formal specifications
using logics is a challenging and error prone task even
for experts who have formal mathematical training. To
assist in the elicitation of formal specifications, in [6],
we presented a graphical formalism and tool VISPEC
that can be utilized by both expert and non-expert users.
Namely, a user-developed graphical input is translated
to a Metric Interval Temporal Logic (MITL) formula
[2]. The formal specifications in MITL can be used for
testing and verification with tools such as S-TALIRO

[3].

In [6], the tool was evaluated through a usability
study which showed that both expert and non-expert
users were able to use the tool to elicit formal specifi-
cations. The usability study results also indicated that in
many cases the developed specifications were incorrect.
In our on-line survey', we tested how well formal
method experts can translate natural requirements to
MITL. The preliminary results indicate that even experts
can make errors in their specifications. For example, for
the natural language specification “Ar some time in the
first 30 seconds, the vehicle speed (v) will go over 100
and stay above 100 for 20 seconds”, the specification
o = C30)((v > 100) = Ojpo0)(v > 100)) was
provided as an answer by an expert user. Here, g 39
stands for “eventually within 30 time units” and O 20
for “always from 0 to 20 time units”. However, the

IThe on-line survey is available through: http:/goo.gl/forms/
YWOreiDtgi

specification ¢ is a fautology, i.e. it evaluates to true
no matter what the system behavior is and, thus, the
requirement ¢ is invalid.

This indicates that the specification correctness is a
major issue in testing and verification since effort can
be wasted in checking incorrect requirements, or even
worse, the system can pass the incorrect requirements.
Clearly, this can lead to a false sense of system correct-
ness. In this work, we have developed a specification
analysis framework that would enable the debugging
of specifications. The specification debugging algorithm
identifies invalid and wrong specifications.

II. SPECIFICATION DEBUGGING

We first provide a framework that helps the users
to detect the specification errors, where the requirement
issues can be corrected before any test and verification
process is initiated. However, some specification issues
cannot be detected unless we consider the system, and
test the system behaviors with respect to the specifica-
tion. Thus, we provide algorithms to detect specification
issues with respect to signals in order to help the CPS
developers find more in depth specification issues during
system testing.

Problem 1 (System Independent MITL Analysis):
Given an MITL formula ¢, find whether ¢ has any of
the following logical issues:

1) Validity: the specification is unsatisfiable or a tau-
tology.

2) Redundancy: the formula has redundant conjuncts.

3) Vacuity: some subformulas do not contribute to the
satisfiability of the formula.

In particular, issues 2 and 3 usually indicate some
misunderstanding in the requirements. The overview
of our proposed solution to Problem 1 is provided in
Fig. 1. We present a specification debugging algorithm
for a fragment of MITL specifications. This framework
appeared in [5], and it can solve the specification
correctness problem for VISPEC [6] requirements. The
user of VISPEC can benefit from our feed-back and fix
any reported issues.
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Fig. 1. Specification Debugging Framework [5]

In order to find the logical issues in MITL specifi-
cation, we need to apply the MITL satisfiability solver
[4]. For checking the validity issue we can easily use the
MITL satisfiability solver. To find the redundancy and
vacuity issues, we need to apply syntactic manipulations
on the MITL formulas. In [5], we proved that for
the fragments of MITL where only eventually (<)
and always (O) operators are used, we can apply the
syntactic manipulations for detecting the redundancy
and vacuity of specifications (Problem 1). Therefore,
we can find the redundancy and vacuity issues using the
MITL satisfiability checking on the manipulated MITL
formulas [5]. As a result, we implemented the whole
framework of Fig. 1, using the MITL satisfiability solver
[4]. We checked the correctness of MITL specifications
provided in the usability study of [6]. The experimental
results of applying Fig. 1’s framework is reported in [5].
Application of our specification debugging tool on user
derived requirements shows that all three types of the
issues are common [5].

Now, Consider the MITL specification ¢ =
Opo,5(req = <po,10jack). This formula will pass the
MITL Specification Debugging method provided in Fig.
1. However, any signal p that does not satisfy req at
any point in time during the test will vacuously satisfy
. We refer to signals that do not satisfy the antecedent
(precondition) of the subformula as vacuous signals.

Problem 2 (System Dependent Vacuity Checking):
Given an MITL formula ¢, and signal p, check whether
w satisfies the antecedent failure mutation of .

An antecedent failure mutation is a new formula that
is created with the assertion that the precondition (for
example req in case of ¢ = Ojg 5)(req = Cpo,10)ack))
never happens. To detect the antecedent failure of sig-
nals, we extract all the antecedent subformulas of ¢ and
create a new MITL formula ¢’ (for each antecedent) that
asserts that the antecedent never happens. As a result,
we run the monitoring algorithm in S-TALIRO [3] to
check whether signal s satisfies . If s satisfies ¢’, then
s is a vacuous signal and it is reported to the user.

In order to use vacuity detection (Problem 2) in
CPS testing, we provide our framework in Fig. 2. The
input generator creates initial conditions and inputs to
the system under test. An example of a test generation
technology that implements the architecture in Fig. 2 is
presented in [1]. The system executes or simulates to
generate an output trace. Then, a monitor checks the
trace with respect to the specification and reports to
the user whether the system trace satisfies or falsifies
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Fig. 2. Using signal vacuity checking to improve the confidence of
an automatic test generation framework.

the specification. Signal vacuity checking is conducted,
and vacuous traces (signals) are reported to the user for
more inspection (See Fig. 2). Our experimental results
showed that for CPS applications, antecedent failure is
a serious problem and it needs to be addressed in the
testing and monitoring of CPS.

III. CONCLUSION AND FUTURE WORK

We provide a framework that helps the develop-
ers to correct their specifications and avoid wasted
effort in checking incorrect requirements. Currently,
we are working on using vacuous signals to improve
the counter example generation process and system
debugging using signal vacuity.
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