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Abstract. Logical specifications have enabled formal methods by care-
fully describing what is correct, desired or expected of a given system.
They have been widely used in runtime monitoring and applied to do-
mains ranging from medical devices to information security. In this tu-
torial, we will present the theory and application of robustness of logical
specifications. Rather than evaluate logical formulas to Boolean valua-
tions, robustness interpretations attempt to provide numerical valuations
that provide degrees of satisfaction, in addition to true/false valuations to
models. Such a valuation can help us distinguish between behaviors that
“barely” satisfy a specification to those that satisfy it in a robust man-
ner. We will present and compare various notions of robustness in this
tutorial, centered primarily around applications to safety-critical Cyber-
Physical Systems (CPS). We will also present key ways in which the
robustness notions can be applied to problems such as runtime monitor-
ing, falsification search for finding counterexamples, and mining design
parameters for synthesis.

1 Introduction

Embedding computers in physical engineered systems has created new oppor-
tunities and at the same time major challenges. A prime example is the recent
Boeing 737 MAX 8. Improving the efficiency of an existing and proven airframe
led to a new design which could become unstable at higher angles-of-attack.
In turn, the Maneuvering Characteristics Augmentation System (MCAS) was
developed to restrict pilot inputs and protect the system from entering poten-
tially unsafe operating regions. However, the system was not properly developed
and/or tested, which led to two tragic airplane crashes with devastating human
losses. In light of these accidents, further scrutiny and investigation revealed a
number of software related issues [31]. Unfortunately, software related issues are
not only troubling the aerospace industry, but also the autonomous vehicle in-
dustry [39], and they have been a long term issue in the medical device [45] and
automotive [35] industries.

One of the main challenges on which the prior software related issues can be
attributed to is that Cyber-Physical Systems (CPS) are inherently more complex
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than traditional computer systems. In general, the primary reason for the higher
complexity is that the software or hardware interactions with the physical world
cannot be abstracted away in order to use classical Boolean-based design frame-
works and tools. In turn, this means that traditional software testing methods
cannot be directly utilized for testing CPS software.

A decade ago, we recognized the limitations of traditional software testing
methods in the context of CPS and we proposed a search based testing method
explicitly targeted on testing CPS [43]. The framework proposed in [43] — some-
times also termed requirements guided falsification — falls under the broader class
of search-based testing methods [36]. In brief, requirements guided falsification
for CPS uses formal requirements (specifications) in temporal logic in order to
guide the search for system trajectories (traces) which demonstrate that the
requirement does not hold on that system (in other words the specification is
falsified). In [43], the search is guided by the robustness with which a trajectory
satisfies the formal requirement [27]. The robustness concept [27] captures how
well a trajectory satisfies a formal requirement. Namely, the robustness measure
provides a bound on how large disturbances a system trajectory can tolerate
before it does not satisfy the requirement any more. Our robustness guided fal-
sification is leveraging this property to identify regions in the search space which
are more promising for the existence of falsifying system behaviors. In other
words, our method is based on the principle that falsifying behaviors are more
likely to exist in the neighborhood of low robustness behaviors.

Despite the apparent simplicity of robustness guided testing for CPS, the
framework has been successfully utilized for a range of applications from medical
devices [I2] to Unmanned Aerial Vehicles (UAV) [47] and Automated Driving
Systems (ADS) [46]. In addition, there is a growing community working on CPS
falsification problems, e.g., see the ARCH falsification competition [24/19].

This paper provides a tutorial on the software tool S-TALIRO [7], which
started as an open source project [44] for the methods developed in [27] and [43].
Even though the temporal logic robustness computation engine [27I25] is imple-
mented in C, S-TALIRO is primarily a Matlab toolbox. The tutorial provides a
quick overview of the S-TALIRO support for temporal logic robustness compu-
tation [26], falsification [1[42], parameter mining [33], and runtime monitoring
[I7]. For other S-TALIRO features such as conformance testing [3], elicitation
and debugging of formal specifications [34J18], and robustness-guided analysis
of stochastic systems [2] we refer the reader to the respective publications. The
paper concludes with some current research trends.

Beyond S-TaLiRo: This paper accompanies a tutorial on S-TALIRO and its
applications. Whereas, S-TALIRO remains one of the many tools in this space,
there are many other tools that use temporal logic robustness for monitoring,
falsification, requirements mining and parameter mining [T0J36]. A detailed re-
port on current tools and their performance on benchmark problems is available
from the latest ARCH competition report on falsification tools [24]. Besides com-
mercial tools such as the Simulink(tm) design verifier toolbox in Matlab [40] and
Reactis tester(tm) [§], falsification techniques have been explored by academic
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tools such as Breach [21], Falstar [50] and Falsify [5], in addition to S-TALIRO.
A recent in-depth survey on runtime monitoring provides an in-depth intro-
duction to the specification formalisms such as Signal Temporal Logic (STL)
and the use of robustness for runtime monitoring, falsification and parameter
mining [I0]. Other recent surveys focus broadly on modeling, specification and
verification techniques for Cyber-Physical Systems [14].

2 Systems and Signals

In S-TAL1RO, we treat a CPS as an input-output map. Namely, for a system X,
the set of initial operating conditions Xo and input signals U C UV, are mapped
to output signals Y and timing (or sampling) functions T € RY. The set U is
closed and bounded and contains the possible input values at each point in time
(input space). Here, Y is the set of output values (output space), R is the set of
real numbers and, R, the set of positive reals. The set N C N, where N is the
set of natural numbers, is used as a set of indexes for the finite representation
(simulations) of system behavior.

A system X can be viewed as a function Ay : Xy x U — YV x T which
takes as an input an initial condition xy € Xy and an input signal u € U and
it produces as output a signal y : N — Y (also referred to as trajectory) and a
timing function 7 : N — R,. The only restriction on the timing function 7 is that
it must be a monotonic function, i.e., 7(i) < 7(j) for i < j. The pair u = (y, 1) is
usually referred to as a timed state sequence, which is a widely accepted model
for reasoning about real-time systems [6].

The set of all timed state sequences of a system 2 will be denoted by L(X).
That is, L(2) ={(y,7) | 3x0 € Xo.u € U.(y, 1) = As(xg,u)}.

2.1 Input Signals

We assume that the input signals, if any, must be parameterizable using a finite
number of parameters. This assumption enables us to define a search problem of
finite dimensionality. In S-TALIRO, the input signals are parameterized using m
number of control points. The control points vector A and the timing vector 7, in
conjunction with an interpolation function !, define the input signal u. Namely,
at time 7, u(r) = (L, 1)(2).

The practitioner may choose different interpolation functions depending on
the system and application. Example functions, as shown in Fig.[1| include linear,
piecewise constant, splines, piecewise cubic interpolation, etc. If timing control
points are not included, the state control points will be distributed equidistantly
with respect to time with a chosen interpolation function. Otherwise, the timing
of the state control points is defined by the timing vector 7. The timing option
is illustrated in Fig. [2] Choosing the appropriate number of control points and
interpolation functions is application dependent. Timing should be included in
the search space whenever the system should be tested under conditions where
the input variation could be high in a very short period of time. By including
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Fig.1: Signal generation with state control points 1= [20, 40, 10, 40, 10] and
equidistant timing control points 7 = [0, 5, 10, 15, 20] with various interpolation
functions. (a) Linear, (b) Piecewise constant, (c) Spline, (d) Piecewise cubic
interpolation.
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Fig. 2: Signal generation with state control points A= [20, 40, 10, 40, 10] and piece-
wise constant interpolation. (a) With no timing control points, (b) With timing
control points 7 = [0, 2, 10, 18, 20].

timing between control points in the search space, one may be able to produce
behaviors such as jerking behavior for the gas and brake throttle of an automotive
vehicle. Note that in this framework, for systems with multiple inputs, each input
can have a different number of control points and interpolation function. This
enables the practitioner to define a wide array of input signals.

2.2 Automotive Transmission (AT)

As a running example, we consider an Automatic Transmission model that is
widely used as a benchmark for CPS testing and verification [TI33I20/T9124].
We modify the original Simulink model provided by Mathworksﬁ slightly to
enable input and output interaction with Matlab scripts and S-TALIR0O. The

4 Simulink model discussed at: http://www.mathworks.com/help/simulink/
examples/modeling-an-automatic-transmission-controller.html
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input space of the model is the throttle schedule u € [0,100]. The physical
component of the model has two continuous state variables x which are also its
outputs y: the speed of the engine w (RPM) and the speed of the vehicle v.
The output space is ¥ = R? with y(i) = [w(i) v(i)]T for all i in the simulation
time. The vehicle is at rest at time 0. The model contains a Stateflow chart with
two concurrently executing Finite State Machines (FSM) with 4 and 3 states,
respectively. The FSM models the logic that controls the switching between the
gears in the transmission system. We remark that the system is deterministic,
i.e., under the same input signal u, we will observe the same output signal y. For
a more detailed presentation of this model see [32].

3 Metric Temporal Logic

Metric Temporal Logic (MTL) is an extension of Linear Temporal Logic that en-
ables the definition of timing intervals for temporal operators. It was introduced
in [37] to reason over quantitative timing properties of Boolean signals.

In addition to propositional logic operators such as conjunction (A), disjunc-
tion (V) and negation (=), MTL supports temporal operators such as next (Q),
weak next (®), until (Uy), release (Rr), always (O7) and eventually (O 1).

Definition 1 (MTL Syntax) MTL syntaz is defined by the grammar:

¢ =T pl-@d|dr V| Od|dr1 Ui (1)

where p € AP with AP being the set of atomic propositions, and T is True
(L = =T is False). Also, I is a nonsingular interval of the positive reals.

MTL enables the formalization of complex requirements with respect to both
state and time as presented in Table [I]

In S-TAL1RO, the user defines a specification as a string where the temporal
operators O, O and < are represented as X, [ ] and <>, respectively.

The atomic propositions in our case label subsets of the output space Y. In
other words, each atomic proposition is a shorthand for an arithmetic expression
of the form p = g(y) < ¢, where g : ¥ — R and ¢ € R. We define an observation
map O : AP — 2Y such that for each p € AP the corresponding set is O(p) =
{y ] g(y) < c} €Y. Examples of MTL specifications for our running example AT
can be found on Table 2

3.1 Parametric Metric Temporal Logic

MTL specifications may also be parameterized and presented as templates, where
one or more state or timing parameters are left as variables. The syntax of
parametric MTL is defined as follows (see [33[0] for more details):

Definition 2 (Syntax of Parametric MTL) Let g = [61...6,] be a vector
of parameters. The set of all well-formed Parametric MTL (PMTL) formulas is
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Table 1: Specifications in MTL and natural language.

Specification Natural Language

Safety (Djo,9)¢) ¢ should always hold from time 0 to 6.

Liveness (<po,019) ¢ should hold at some point from 0 to 6 (or now).

Coverage ¢1 through ¢, should hold at some point in the future
(OP1 AOP2 ... AOPy) (or now), not necessarily in order or at the same time.

Stabilization (¢O¢) At some point in the future (or now), ¢ should always
hold.

Recurrence (O0¢¢) At every point in time, ¢ should hold at some point in
the future (or now).

Reactive Response At every point in time, if ¢ holds then ¢ should hold.
(O(¢ = v))

the set of all well-formed MTL formulas where for all i, 8; either appears in an
arithmetic expression, i.e., pl6;] = g(y) < 0;, or in the timing constraint of a
temporal operator, i.e., I[6;].

We will denote a PMTL formula ¢ with parameters 7] by ¢[0] Given a vector
of parameters 6 € ©, then the formula ¢[0] is an MTL formula. There is an
implicit mapping from the vector of parameters 6 to the corresponding arithmetic
expressions and temporal operators in the MTL formula. Once a parameter
valuation is defined, a PMTL formula is transformed into an MTL formula.

4 Robustness of Metric Temporal Logic Formulas

Once system specifications are defined in MTL, we can utilize the theory of the
robustness of MTL to determine whether a particular behavior satisfies or falsi-
fies (does not satisfy) the specification. Furthermore, we can quantify how “close”
that particular behavior is to falsification. A positive robustness value indicates
that the specification is satisfied and a negative robustness value indicates that
the specification is falsified.

Using a metric d [28], we can define the distance of a point x € X from a set
S C X as follows:

Definition 3 (Signed Distance) Let x € X be a point, S C X be a set and d
be a metric on X. Then, we define the Signed Distance from x to S to be

—min{d(x,y) | ye S} ifx ¢S

Disty (5. 5) = L) 2 S0 I e

MTL formulas are interpreted over timed state sequences u. We let the val-
uation function be the depth (or the distance) of the current point of the signal
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Table 2: Various specifications for the AT model [32].
Natural Language MTL

It is not the case that eventually, the vehicle will be in
fourth gear and the speed of the vehicle is less than 50.
There should be no transition from gear two to gear one
and back to gear two in less than 2.5 sec.

After shifting into gear one, there should be no shift from
gear one to any other gear within 2.5 sec.

When shifting into any gear, there should be no shift
from that gear to any other gear within 2.5sec.

If engine speed is always less than @, then vehicle speed “(<>[0,T](V > V) AD(w < @) or O(w <
can not exceed v in less than T sec. @) — O[O,T](v > V)

Within T sec the vehicle speed is above v and from that
point on the engine speed is always less than @.

A gear increase from first to fourth in under 10secs, end- (g1 U g2 U g3 U g4) A O[0,101(g4 A
Y7 ing in an RPM above @ within 2 seconds of that, should Q2w = @) — Og10)(84 A
result in a vehicle speed above V. O(ga 'u[o,1] v=v))

1 Y1 ==0(g4 — (v < 50))

12 o((g2 A Og1) — O(o,2.5)782)

U3 o((-g1 A Og1) = O(g,2.5]181)

A O((=gi A Ogi) = Dgo,2.5181)

O1)(v 2 V) AD(w < @)

w: Engine rotation speed, v: vehicle velocity, g; : gear i. Recommended values:
@ : 4500, 5000, 5200, 5500 RPM; v : 120, 160, 170, 200 mph; 7T : 4, 8, 10, 20 sec
O: Always, o: Eventually, U: Until, O: Next

y(i) in the set O(p) labeled by the atomic proposition p. This robustness estimate
over a single point can be extended to all points on a trajectory by applying a
series of min and max operations over time. This is referred to as the robust-
ness estimate and is formally presented in Definition [d] The robustness estimate
defines how much of a perturbation a signal can tolerate without changing the
Boolean truth value of the specification.

For the purposes of the following discussion, we use the notation [¢] to
denote the robustness estimate with which the timed state sequence u satisfies
the specification ¢. Formally, the valuation function for a given formula ¢ is
[¢] : YN xTxN — R. In the definition below, we also use the following notation:
for Q C R, the preimage of Q under 7 is defined as: 71(Q) := {i € N | 7(i) € Q}.
Also, given an @ € R and 7 = ([, u), we define the timing interval shift operation
asa+7 = {(a+I,a+u). Here, ( and ) are used to denote brackets or parentheses
for closed and open intervals.

Definition 4 (Robustness Estimate [28]) Let u = (y,7) € YI%T! andi, j, k €
N, then the robustness estimate of any formula MTL formula is defined as:

[TI(w i) := +o0
[p1I(1 i) := Dista(y(i), O(p))
(=1 i) := =[x, 0)
[¢1 Vv 21l ) := max([p1 (1 i), [P21l(s, i)
[O61(1.i) = {[[(Z)]](,u,i+ 1) ifi+1eN

—00 otherwise
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[¢1 Urpoll(p,i) == max (min(ll¢2]](#»j),ig}jgj[[%]](%k)))

jer i (x(i)+ 1)

When i = 0, then we write [¢]l(n). With [¢](2), We denote the system
robustness as the minimum robustness over all system behaviors.

[¢1(2) = ”gg&)w]](u) (2)

In S-TALIRoO, the robustness of an MTL formula with respect to a timed
state sequence is computed using two algorithms. The first algorithm, dp_taliro
[25], uses a dynamic programming algorithm to compute the robustness in seg-
ments, iteratively . The second algorithm, fuw_taliro [28], uses formula rewriting
techniques. This approach maintains a state of the formula with respect to time,
however, at a significant computation cost. If we consider the robustness esti-
mate over systems, the resulting robustness landscape can be both nonlinear and
non-convex. An example of the robustness landscape for an MTL specification
is illustrated in Fig.

Robustness

Fig. 3: Robustness estimate landscape for the AT model and specification ¢par =
~(Cp0,301(v > 100)AO(w < 4500)) A=<G110,40100,51(60 < v < 80)A=O50,60100,31(V <
60). The input signal to the system is generated by linearly interpolating control
points up, us at time 0 and 60, respectively, for the throttle input u. That is,
u(t) = 8=tuy + Lus.

We note that a similar notion of robustness is presented in [22] for Signal
Temporal Logic (STL) formulas [41]. While between the two approaches the
robust interpretation (semantics) for predicates of the form x < a is identical,
the two approaches differ over arbitrary predicates of form f(x) < 0. Using the
notion of robustness in Def. 4] predicates of the form f(x) < 0 are interpreted
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as the signed distance of the current point x from the set {x| f(x) < 0}. On the
other hand, predicates of the form f(x) < 0 are not directly supported by the
theory as introduced in [22]. If the robustness of f(x) < 0 is simply defined as
f(x), then the robustness estimate is not guaranteed to define a robustness tube
within which all other trajectories satisfy the same property. Nevertheless, for
both semantics, positive robustness implies Boolean satisfaction, while negative
robustness implies falsification.

5 Falsification with S-TaLiRo

The problem of determining whether a CPS X satisfies a specification ¢ is an un-
decidable problem, i.e. there is no general algorithm that terminates and returns
whether ¥ |= ¢. Therefore, it is not possible to determine exactly the minimum
robustness over all system behaviors. However, by repeatedly testing the system,
we can check whether a behavior that does not satisfy the specification exists. In
other words, we try to find a counter-example or falsifying example that proves
that the system does not satisfy the specification within a set number of tests.
The MTL falsification problem is presented as follows:

Problem 1 (MTL Falsification) Given an MTL formula ¢ and a system X,
find initial conditions and input signals such that, when given to X, generate
a trajectory that does not satisfy ¢. Formally, find xo € Xy, u € U, where u =
As(xp,u) and [¢]l(1) < 0 (or with Boolean semantics u = ¢).

In S-TALIRO [7/44], this is defined as an optimization problem that uses
the notion of MTL robustness to guide the search. To solve this problem, an
automated test case generation framework is utilized (see Fig. . S-TALIRO
takes as input a model, an MTL specification and a well-defined search space
over the system inputs and initial conditions. Then, a stochastic optimization
algorithm generates a point x¢ for the initial conditions and input signal u.
These are given to the system model which generate an execution trace (output
trajectory and timing function). By analyzing the execution trace, a robustness
value is computed. This is then used by the stochastic optimization algorithm to
select the next sample until a falsifying trajectory is generated or the maximum
number of test is reached. The algorithm will return the least robust system
behavior with the corresponding input signal and initial conditions.

5.1 Falsification with the Hybrid Distance

For falsification of specifications such as 1 = =<O(g4 — (v < 50)) over the AT
model, where there is an implication relation and the antecedent is over a discrete
mode of the system rather than a continuous state, the robustness estimate from
Def. 4] does not provide sufficient information to the stochastic optimizer to find
a falsifying behavior. In fact, the formula may be trivially satisfied since the
search space that pushes the system to gear four is never explored. Therefore,
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Specification ¢
MTL robustness & Stochastic

System = Robustness Optimization
Simulator
1 Initial conditions x, input signal u

Fig. 4: The falsification framework in S-TALIRO. Once a system X, initial con-
ditions xg, and input signals u are given, an output trajectory y is generated.
The output trajectory y is then analyzed with respect to a specification and a
robustness estimate € is produced. This robustness estimate is then used by the
stochastic optimizer to generate a new initial condition and input signal with
the goal of minimizing the system robustness.

the antecedent is false and the formula evaluates to true. For such specifications,
in S-TALIRO, a hybrid distance metric may be utilized to attempt falsification.
In this case, we assume that the user has information on the logical modes of the
model including a connectivity graph G and transition guards. Now, the output
space becomes a hybrid space Y = {g1, g2, 83, 84} X RZ.

The hybrid distance metric is defined as a piecewise function. In the case
when the current mode of the system is not in the mode where the specification
can be falsified, then the hybrid distance is composed of two components. The
first contains the number of hops/transitions from the current mode to the mode
where falsification may occur. The second component is the continuous distance
to the guard transition in the shortest path to the falsifying mode. In the case
where falsification may occur in the current mode, the hybrid distance metric is
the robustness estimate from Def. [d] For a detailed, formal presentation of the
hybrid distance see [IJ.

In Fig. 5] we illustrate the robustness landscape from Def. [d] and the hybrid
distance. While one is flat, offering little information to the stochastic optimizer,
the other one has a gradient that leads to falsification. Note that the hybrid dis-
tance there is mapped to a real value using a weighting function that emphasizes
the number of hops to the mode where falsification may occur.

6 Parameter Mining

Parameter mining refers to the process of determining parameter valuations for
parametric MTL formulas for which the specification is falsified. The parameter
mining problem can be viewed as an extension of the falsification problem, where
not only are we interested in finding falsifying behaviors for a specific parameter
valuation of a parametric MTL formula, but we are interested in finding falsifying
behaviors for a range of parameter valuations. In other words, we answer the
question of what parameter ranges cause falsification.

Our high-level goal is to explore and infer properties that a system does not
satisfy. We assume that the system designer has partial understanding about the
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Fig.5: Robustness landscape for the specification ¢; = =0(gy — (v < 50))
over the AT model using the a) euclidean robustness estimate and b) hybrid
robustness estimate.

properties that the system satisfies (or does not satisfy) and would like to be
able to determine these properties precisely. The practical benefits of this method
are twofold. One, it allows for the analysis and development of specifications. In
many cases, system requirements are not well formalized by the initial system
design stages. Two, it allows for the analysis and exploration of system behavior.
If a specification can be falsified, then it is natural to inquire for the range of
parameter values that cause falsification. That is, in many cases, the system
design may not be modified, but the guarantees provided should be updated.
The parameter mining problem is formally defined as follows.

Problem 2 (MTL Parameter Mining) Given a parametric MTL formula

¢[5] with a vector of m unknown parameters e®= [é,@] and a system X,
find the set ¥ = {5* €@ | X does not satisfy ¢[§*]}.

That is, the solution to Problem [2]is the set ¥ such that for any parameter
6" in ¥ the specification ¢[§*] does not hold on system 2. In other words, it is
the set of parameter valuations for which the system is falsified. In the following,
we refer to ¥ as the parameter falsification domain.

6.1 Monotonicity of parametric MTL

In S-TALIRO, we solve this problem for a class of monotonic parametric MTL
specifications. For these specifications, as you increase the parameter valuation,
the robustness of the system is either non-increasing or non-decreasing. The
first step in the parameter mining algorithm in S-TALIRO is to automatically
determine the monotonicity of the parametric MTL specification. A formal result
on the monotonicity problem is presented next.



12 Fainekos et al.

3500 3000
3000 2000
174
__ 2500 S
= g 1000
2000 S
[v4
0
1500
1000 - - - . . -1000 -
0 5 10 15 20 25 30 0 5 10 15 20 25 30
t 0

Fig.6: Left: An output trajectory of the AT model for engine speed w(t) for
constant input throttle u(f) = 50; Right: corresponding robustness estimate of
the specification Ojg gj(w < 3250) with respect to 6.

Theorem 1 (Monotonicity of parameteric MTL) Consider a PMTL for-
mula lﬁ[_b], where 6 is a vector of parameters, such that 1//[9] contains tempoml
subformulas ¢[9] ¢1[9]‘L(I[g ]¢2[9], or pmposztzonal subformulas ¢[9] = plo ]
Then, given a timed state sequence u = (y, 1), for 0, S Rzo; such that 6 < 9’,
where 1 < j < n, and fori € N, we have:

— iffor all such subformulas (i) max I (6;) = 05 or (ii) p[@ (6] = =g(x) < 6, then
[o[0 ]]](,u,z) [[¢[ "M, i), i.e., function [0 ]]](,u,z) s non-decreasing with
respect to 9

— if for all such subformulas (i) min I (65) = 05 or (ii) pl6] = g(x) > 5, then
[o[0 ]]](,u,z) [[¢[ M, i), d.e., function [[qﬁ[é]]](u, i) is mon-increasing with
respect to 6.

Consider the parametric MTL formula ¢[6] = Ojo,¢)p Where p = (w < 3250).
The function [¢[6]]|(«) is non-increasing with respect to 8 [3319]. Intuitively, this
relationship holds since by extending the value of 6 in ¢[6], it becomes just as
or more difficult to satisfy the specification. In Fig. [6] this is illustrated using
a single output trajectory over the AT model. However, using Theorem. [1}, we
know that the monotonicity of the specification holds over all system behaviors.

6.2 Robustness-Guided Parameter Mining

To solve the parameter mining problem, we utilize the theory of robustness of
MTTL specifications to pose it as an optimization problem.

In Fig. [7] the estimated robustness landscape over parameter valuations is
presented for the specification ¢[6] = Ojg,¢)(v < 120). The graph was generated
by conducting falsification at parameter valuations 0 to 30. For each parame-
ter valuation, 100 tests are conducted (hence estimated). Although we cannot
calculate the exact robustness landscape, from Theorem [I] we know that the
monotonicity of the specification is non-increasing. By increasing the value of
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Fig. 7: Estimate of the robustness landscape for specification ¢[6] = 00, 8](v <
120) over the AT model. The figure is generated by running a falsification al-
gorithm for parameter valuations 0 to 30. The red line drawn at 0 marks the
boundary between satisfaction and falsification. The green (red) dots represent
trajectories over different input signals that satisfied (falsified) the specification.

0 you extend the time bounds for which (v < 120) has to hold, and therefore
the robustness cannot increase. Of particular interest is the parameter valuation
where the robustness line intersects with 0, that is, the point where the specifi-
cation switches from satisfied to falsified. Formally, in order to solve Problem
we solve the following optimization problem:

optimize f (5) (3)
subject to 6 € ® and [[(/5[5]]](2) = min [[¢[§]]](,u) <0
HEL (D)

where f : R" — R is a non-increasing (>) or a non-decreasing (<) function.
The function [[¢[§]]](Z ), which is the robustness of the system for a parameter
valuation over all system behaviors, cannot be computed using reachability anal-
ysis algorithms nor is known in closed form for the systems we are considering.
Therefore, we have to compute an under-approximation of ®*. We reformulate an
optimization problem that can be solved using stochastic optimization methods.
In particular, we reformulate the optimization problem into a new one where
the constraints due to the specification are incorporated into the cost function:

optimize; q (f(é) + {7 * [[¢[§]]](2) if [[45[5]]](2) >0 ) (4)

0 otherwise

where the sign (£) and the parameter y depend on whether the problem is a
maximization or a minimization problem. The parameter y must be properly
chosen so that the solution of the problem in Eq. is in O if and only if
[[¢[§]]](Z ) < 0. Therefore, if the problem in Eq. is feasible, then the optimal
points of Eq. and Eq. are the same. For more details on Eq. (4, see [33].



14 Fainekos et al.

.
N
=]

=
o
S}

©
=}
T

)
o
T

IN
o
T

N
o

T—

7

0

20 + 0*

Modified Cost Function

-40 : : : : :
0 5 10 15 20 25 30
0
Fig.8: The modified cost function for parameter mining for the specification
#[0] = Opoe(v < 120) over the AT model. The solution to the optimization

problem in Eq. returns 6*

For specifications with more than one parameter, the robustness landscape
over the parameters forms a Pareto front. One inefficient and potentially mis-
leading approach for generating the parameter falsification domain is by running
a falsification algorithm for a set number of parameter valuations. For example,
consider the parameter falsification domain in Fig. [9] (Left) for specification
¢[§] = =(O0,6,) A O(w < 62)). The figure was generated by running the falsi-
fication algorithm for 200 iterations for every green/red dot. This approach is
computationally very expensive and this specific example took 52 hours to com-
pute on a computer with an 17 4770k CPU and 16GB of RAM. Furthermore,
this approach may be misleading. It is possible that for a particular parame-
ter valuation, falsification fails when in fact there exists falsifying behavior. For
example, in Fig. |§| (Left), the green dot for the parameter valuation [36,4360],
i.e. specification ¢[36,4360] = —(<O0,36) A O(w < 4360)), has falsifying behavior.
We know this since there exists falsifying behavior for the red dot for parameter
valuation [34,4190]. From Theorem [I} we know that the specification has a non-
increasing robustness with respect to parameters. We say that the parameter
valuation [34,4190] dominates [36,4360] in terms of falsification because if there
exists a trajectory u such that u [ ¢[34,4190] then u [~ ¢[36,4360].

In S-TALIRO, we provide two efficient approaches to explore the parameter
falsification domain iteratively. The Robustness-Guided Parameter Falsication
Domain Algorithm (RGDA) and the Structured Parameter Falsication Domain
Algorithm (SDA). In RGDA, parameters weights are utilized to guide the search
towards unexplored areas of the parameter falsification domain. In SDA, the
search is finely structured and does not depend on randomized weights. For
details and analysis on the two algorithms, see [33]. The parameter falsification
domain in Fig. [9] (Right) was computed with the RGDA algorithm with 100
iterations in 52 minutes.



Robustness of Specifications 15

8000¢ & o 8000

7500 F o o 7500
7000 E 7000
6500 6500
6000 6000
<N 5500 < 5500
5000 5000
4s00] ¢+ 4500

4000 © * 4000

3500 | 3500

3000 3000
0 10 20 30 40 50 60 0 10 20 30 40 50 60

0. I)1

Fig.9: The parameter falsification domain ¥ for the specification ¢[§] =
(0,0, A O(w < 02)) over the AT model for parameter valuations 0 to 60 for 6;
and 3000 to 8000 for 6s. Left: The figure is generated by running the falsification
algorithm with 100 iterations for each dot in the figure. The green (red) dots rep-
resent the minimum robustness over 100 iterations that satisfied (falsified) the
specification. Right: The figure is generated using the RGDA algorithm. The red
area represents the parameter falsification domain, i.e. parameter valuations for
which the specification is falsified.

7 Runtime Monitoring

The discussion so far was primarily concerned with applications of offline moni-
toring of temporal logic robustness. However, many applications require online
or runtime monitoring of robustness. In offline monitoring, the whole system
trace is available offline for analysis, which means that it is possible to move
forward and backward in time in order to compute its robustness with respect
to a given specification. On the other hand, in runtime verification, the data
become available during system execution.

Therefore, it is not clear that future time formal languages can always capture
requirements in a meaningful way. For example, let us consider the future tense
requirement that “the RPM can remain higher than 2000 for more than 5 sec
only when the vehicle is in gear 4.” Formally, the requirement is ¢ = O(-gs —
Opo,51(w < 2000)) which is equivalent to 0(gs V Opg5)(w < 2000)). If at time ¢
the gearbox is not in the fourth gear, then we can only know at time ¢ + 5 if
the requirement was violated. From a requirements perspective, it is desirable
to check at time ¢ if the requirement is satisfied or violated. In other words,
we may want to monitor an invariant like “at least once in the past 5 seconds,
either the system was in gear four or the RPM was below 2000.” The past tense
requirement would guarantee that at time ¢ we have not observed an interval
that the RPM was above 2000 and the system was not in gear four.

In [T7], we developed a Simulink block in S-TALIRO which can perform
runtime robustness monitoring for past-future time MTL specifications. Namely,
the Simulink block enables past time formula monitoring on data generated by
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Fig.10: S-TALIRO runtime monitoring on the automatic transition demo.

a model or by a physical system interfaced with Simulink. In addition, if the
Simulink model contains a prediction model with a prediction finite-time horizon
h, then the user can express requirements with unbounded past and bounded
future time horizon. In more detail, we have extended the syntax of MTL with
past time operators such as “the previous sample satisfies ¢ (©¢), “¢1 since
#2” (¢1S8¢2), “sometime in the past ¢” (¢¢ = TS¢), and “always in the past
¢” (B¢ = —=©—¢). All these past-time operators can be additionally restricted
though timing constraints as in the case of the future time operators. Details on
the semantics of these operators can be found in [17].

Figure [10] presents the output of the S-TALIRO Simulink monitoring block
when applied to the Simulink automatic transmission model. For this demon-
stration, the throttle input has been set to a constant value of 20 while the
brake input to a constant value of 0. The invariant checked is for the speci-
fication ¢ = O[g5)(84 V (w < 2000)) and its robustness is plotted in Fig.
Notice that about time 21.6 the RPM exceed the 2000 threshold while the gear
is still in three. The instantaneous robustness value of ¢ drops below zero 5 sec
later as expected. When the system switches into gear four, the robustness of
¢ immediately becomes positive again. We remark that the robustness value of
predicates with Boolean interpretation, e.g., gear = 4, must be mapped to some
arbitrary large value within Simulink. Formalization of the robust interpretation
of such predicates through hybrid distances (see Sec. is not straightforward
in Simulink, but potentially using input-output types [29] the process can be-
come more systematic.

8 Future Directions

We will now turn our attention to problems surrounding learning-enabled and
autonomous systems, which will form an important application area for many of
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the techniques detailed thus far. Autonomous systems such as self-driving cars
are increasingly common on our streets. They rely heavily on machine learn-
ing components such as neural networks for detecting other vehicles, obstacles,
pedestrians, traffic signals and signs from a combination of image and LiDAR
data [38]. Besides perception, neural networks are also increasingly used as con-
trollers that directly output steering and throttle commands to the vehicle [11].
Numerous accidents involving autonomous vehicles motivate the need for ensur-
ing the safety of these systems [39]. At the same time, the key challenge lies in
the lack of detailed component-wise specifications for the neural networks. In
fact, most specifications are “end-to-end” high level specifications such as “the
vehicle should brake if it detects a pedestrian in front”.

Falsification approaches are increasingly being used to tackle the issue of
missing specifications by using generative models tied in with rendering tools
that can create realistic inputs to these systems with known “ground truth”.
Falsification tools including S-TALIRO have been employed directly to find cor-
ner cases that can cause these systems to potentially fail [A/46123)30]. However,
the key challenges posed by these applications are numerous:

(a) Falsification techniques have been designed primarily for control systems.
The use of neural networks poses many challenges requiring a better formulation
of the robustness concept that encompasses the robustness of classifiers as well as
better stochastic search techniques [48]. Regarding the former, some first steps
have been taken in [I6] by defining a new formal logic for perception systems.
(b) Simply providing a falsifying scenario does not solve the issue of design-
ing safe systems. Unlike human designed components, it is nearly impossible
to localize failures to a bad value of a parameter or incorrect logic in software.
Often neural networks have to be retrained. This requires us to consider a fam-
ily of falsifying scenarios that can provide new training data for retraining the
network to hopefully correct the underlying issue. Preliminary approaches have
been proposed that involve repeated application of falsification search and re-
training [I3I49]. However, a lot of open challenges remain before this problem
can be considered satisfactorily resolved.

(c) The problem of helping developers understand root causes for falsification
is yet another important future challenge in this area. Current approaches for
understanding root causes are at their infancy [15]. Ideas from other fields such
as explainable machine learning and natural language processing are needed to
tackle the challenge of producing human understandable explanations of failures.

9 Conclusions

Robustness of temporal logic specification provides a systematic way of defining
real-valued semantics to denote the degree of satisfaction of a specification by
a trace of the system. Starting from robustness, we present important appli-
cations including falsification, parameter mining, runtime monitoring and safe
autonomy. This area continues to be active with new challenges arising from
the rapid emergence of learning-enabled autonomous systems. Future work in
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this area will continue to draw upon ideas from diverse areas including machine
learning, robotics, natural language processing and human factors.
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