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Abstract—Recent developments in simulation-based testing
methods for automotive systems with machine learning compo-
nents have shown promise. This work in progress paper presents
our efforts in applying these methods in the evaluation and devel-
opment of control and perception systems. Experimental results
demonstrate a significant improvement in system performance.

Index Terms—Cyber-physical systems, Image recognition, Ad-
versarial machine learning, Automatic test pattern generation,
Autonomous vehicles

I. INTRODUCTION

The verification of safety-critical systems is particularly
challenging due to the complex interactions of the system
with the physical environment. These systems are typically
referred to as Cyber-Physical Systems (CPS). Furthermore,
most implementations utilize deep neural networks (DNNs) [1]
for various tasks such as perception and planning. These
networks typically have tens of millions of parameters and
have been trained with millions of instances of training data.
Thus it has been an open issue to ensure a quality of a control
system including DNNs with many parameters.

Simulation-based methods have shown promise in testing
and verification of autonomous vehicles [2], [3]. Due to scale
of the problem, physical testing alone is not sufficient and
often dangerous.

In this work, we utilize existing simulation-based methods
to generate adversarial instances for retraining of machine
learning components [4]. We demonstrate our approach on
an autonomous braking scenario and show how falsified test
cases can be utilized for retraining of a DNN controller.

II. APPROACH

The proposed approach is to utilize falsification methods
to find test cases which do not satisfy system specification.

System specification are defined in Signal Temporal Logic
(STL) (see [5] for an overview). The notion of robustness of
STL formulas is then utilized to pose the falsification problem
as an optimization problem. Then we utilize various stochastic
optimization algorithms to generate test cases. For this, we
utilize tools S-TaLiRo [6] and Sim-ATAV [7].

III. EXPERIMENTAL RESULTS

The scenario under consideration is a highway emergency
braking scenario where a static obstacle or pedestrian appears
in front of an autonomous ego vehicle (Fig. 1). The require-
ment states that if a pedestrian appears in front of the vehicle
and the distance and time to collision are less than some fixed
values, then the vehicle should brake and ego vehicle shall
not collide with the obstacle. Formally, we define this with
the STL formula:

ϕ = �¬(Vego > εmov ∧ dist(ego, ped) < εmin)

Here, Vego is the speed of the ego vehicle and εmov is a
safe vehicle speed. The formula states that always, it should
not be the case that the vehicle is in motion with speed greater
than εmov and the distance is shorter than εmin.

The emergency brake controller consists of a DNN and a
simple braking task. We adopted SqueezDet [8] as a perception
system to detect and classify objects in front of the ego vehicle.
The network is trained through supervised learning by utilizing
7500 images from KITTI [9] and 7800 images from Webots
in order to recognize vehicles and pedestrians, etc. Braking is
done immediately if DNN finds pedestrians. We chosen this
simple controller system because we focus on the falsification
of the DNN.



Fig. 1. Emergency Braking Scenario. Left: The yellow (ego) and the red (agent) vehicles are travelling on the highway at speeds approx. 100 km/h. In front,
obscured by one of the agent vehicles, a pedestrian is walking on the center lane. Right: After the agent vehicle avoids the pedestrian just before collision,
the ego vehicle should brake after detecting the pedestrian.

Fig. 2. Falsification results from 1,000 simulations across a range of
visibility. The stopped distance is distance between ego and the pedestrian
when the ego finishes the braking completely.

Fig. 3. Comparison of falsification results between before and after
the relearning from the counter examples from the falsification. Zero or
Negative values of stopped distance correspond to falsified cases.

We use the falsification algorithm in Sim-ATAV to gen-
erate test cases where the specification is not satisfied. The
falsification is posed as an optimization through the theory
of robustness of temporal logic specifications. Namely, for
each test case, a numerical value is generated that indicates
by how much the system has satisfied or failed (i.e., falsified)
the specification. The search space for the problem consists of
the agent vehicle color, pedestrian shirt and pants color, and
visibility level, which corresponds to fog density. Parameters
of color are described as the RGB parameters in the range of
[0, 0, 0]-[255, 255, 255]. Parameter range of the visibility level
is 100 to 900, which corresponds to low and high visibility,
respectively. New test case is generated by updating these
parameters to minimize the robustness value. The simulated
annealing is applied for the parameter optimization.

In Fig. 2, falsification results are presented with respect to
the visibility level. It can be observed that the specification
is falsified at both ends of the visibility spectrum. In other
words, the controller did not perform well. For the left side of
the falsified cases, we can easily understand the reason, that
is, dense fog inhibited the perception of pedestrian. For the
right side cases, perception failed in spite of high visibility.
This might be caused by insufficient learning of the DNN.

To improve the DNN model, retraining with the images of
falsified cases was expected to improve the closed-loop perfor-
mance. The new controller was again tested in a falsification
framework. The results are presented in Fig. 3. No falsified
test cases were found for the controller after the retraining

process.

IV. CONCLUSIONS AND FUTURE WORK

We showed the retraining of the DNN with counter ex-
amples found from our falsification algorithm in Sim-ATAV
gives us an improvement of the closed-loop performance.
The innovative feature of our approach is scenario based
perturbations are studied, in contrast with more typical vision
based adversarial testing such a pixel or Gaussian noise [10],
[11]. However, more research is needed to analyze under what
conditions our approach is most effective. As a future work,
development of more realistic scenarios with a high fidelity
simulator, such as [12], CARLA [13] is to be explored.
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