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Abstract— We propose a method to improve the automated
test case generation for Metric Temporal Logic (MTL) falsifica-
tion for Cyber-Physical Systems (CPS). In this work, we focus
on request-response MTL specifications. That is, specifications
that consist of at least one antecedent and a corresponding
consequent. Test case generation is particularly difficult for
these specifications since the consequent is only considered if
the antecedent is satisfied. Therefore, we propose a method that
first targets the antecedent in the specification. We show that
our framework can improve upon existing falsification methods
on a number of benchmark problems.

I. INTRODUCTION

Many Cyber-Physical Systems (CPS) are encountered
in safety critical applications and have strict requirements
on system behavior and functional safety. Hence, it is of
paramount importance to guarantee that a CPS will satisfy
these requirements. The process of checking the requirement
on the system is usually referred to as the verification
problem for CPS. Unfortunately, in general, the verification
problem for CPS is an undecidable problem. Hence, a lot
of effort has been invested on bounded-time model check-
ing (reachability analysis) and falsification methods (for an
overview see [17]).

Falsification methods try to find unsafe behaviors with
respect to safety specifications [3]. These methods are used
to debug the CPS design during model based development
(through simulations), implementation (through software-
in-the-loop testing), and prototyping (through hardware-in-
the-loop testing). Request-response requirements are very
important in safety critical systems where the CPS must react
to a critical event. Request-response requirements specify
that every request should be followed by some response
usually within some bounded time. For example, one such
specification is “Every time the engine shifts from 1st to 2nd
gear, then it does not shift back to 1st gear within 2.5 sec”
[15]. In this case, the request is the event of shifting from
Ist to 2nd gear, while the response is that the engine should
not shift back to Ist gear for a bounded amount of time.

Falsification of request-response specifications is particu-
larly difficult since the falsification method must first satisfy
the antecedent and, then, falsify the consequent. Hence, it
can be the case that computational effort is wasted because
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the generated test cases do not satisfy the request part of the
specification (see for example the discussion in [11]).

In this paper, we propose a method to improve automatic
test case generation for falsification of CPS with respect to
request-response requirements. We consider the application
of utilizing vacuity detection in testing [7] to improve the
counter-example generation process. Vacuity detection is the
problem of determining whether a temporal logic specifica-
tion is vacuously satisfied with respect to a signal or system.
Vacuity depends on the structure of a Metric Temporal Logic
(MTL) [18] formula. One of the main sources of vacuity in
system testing and verification is the antecedent failure in
request-response requirements [9]. Request-response require-
ments contain at least one implication operation (¢ — )
which consists of an antecedent (¢) and a consequent ().
The system trajectories that fail to satisfy the antecedent
(¢) will trivially satisfy the implication (—). We refer to
these system trajectories (behaviors) that trivially (vacuously)
satisfy the specifications as vacuous signals.

Our contribution in this paper is that we have developed a
framework to discover and focus the falsification process on
non-vacuous signals in order to improve the counter-example
generation for CPS. We call the framework Vacuity Aware
Falsification (VAF). We have implemented our results on top
of S-TaLiRo [2]. Our experimental results demonstrate that
VAF achieves better falsification outcomes.

Related Work: The most related work is by Akazaki [4].
Akazaki applied Gaussian Process Regression (GPR) [8] to
improve the probability of antecedent satisfaction during the
falsification process using the robust semantics of Signal
Temporal Logic (STL) formulas [13], [14]. The work in [4]
focuses the search on the antecedent satisfaction by applying
GPR to estimate the input region that most likely leads the
system to satisfy the antecedent.

Our work is based on the results of our earlier work [10],
[11]. We generalize the concept of antecedent failure as a
subset of the signal vacuity issue [11], and we utilize the
signal vacuity detection to provide an alternative solution to
this problem using a two stage falsification process. Hence,
our solution can benefit from various stochastic optimization
techniques as we report in the experiments. Furthermore,
our framework can also be applied to the systems where
the robust semantics do not provide any guidance to the
falsification process. For instance, this can be the case when
the request in the specification is over the Boolean values
{T, F}. Finally, our approach can utilize the GPR method
of [4] in order to improve the probability of antecedent
satisfaction in our framework.

A thorough recent review on search based falsification



methods can be found in [17]. In our prior work [10], [11],
we studied the problems of vacuous requirements and the
impact of vacuous signals to the efficiency of the falsification
process. However in [11], we did not discuss how to improve
the falsification process which is the focus of this paper.

II. PRELIMINARIES

We assume models of CPS are developed using Matlab
Simulink/Stateflow. We intend to test models with respect to
requirements (specifications) presented in Metric Temporal
Logic (MTL) [18]. MTL is a well known formalism for
stating real-time properties.

In this paper, we assume R be the set of real numbers, R,
is the set of non-negative real numbers, and R =R U {o0).
Also, N is the set of natural numbers including 0. We define
P(A) to be the power set of the set A. For testing, we set
T € R, to be the maximum simulation time.

A. System Representation and Assumptions

Formally, we view a system X as a mapping from initial
conditions X, system parameters P and input signals U* to
output signals YR Here, R is defined as R = [0, T], U is the
set of input values (input space) and Y is the set of output
values (output space). The following three restrictions on the
system are critical in order to be algorithmically searchable
over an infinite space:

1) The input signals u € UR (if any) must be piecewise
continuous defined over a finite number of intervals
over R = [0, T']. This assumption is necessary in order
to be able to parameterize the input signal space over
a finite set of parameters. Thus, in the following we
assume that any u € U® of interest can be represented
by a vector of parameter variables p taking values from
a set Py.

2) The output space Y must be equipped with a non-
trivial metric. For example, the discrete metric does
not provide any useful quantitative information.

3) The system X must be deterministic. That is, for a
specific initial condition yo and input signal u, there
must exist a unique output signal n'.

The previous restrictions render the system X to be a
function As : Xo X P x Py — Y® which takes as input
an initial condition vector yo € Xy and two parameter
vectors p € P and p’ € Py, and produces as output a
signal n : [0,T] — Y. Since we consider testing and/or
simulation, we assume that there exists a sampling function
7: N — [0, T] that returns for each sample i its time stamp
7(i). In practice, 7 is a partial function 7 : N — [0, T] with
N c N and |[N| < co. A timed state sequence or trace is
the pair 4 = (7 o 7,7). We will also denote o 7 by 0.
The set of all timed state sequences of X that correspond to
any sampling function 7 will be denoted by L(X). That is,
LE) ={or,) | It e[0,TIV.Iyo e Xo.Ipe P.Ap €
Py .n = As(xo, p, p")}. For the simplification of this paper,

Being deterministic is very crucial to benefit from vacuity aware falsi-
fication, since we expect the same behavior form X for the same input.

we define u = Z(yo, p,u) to denote the trace u = (7o 7,7)
as the outcome of system X simulation 1 = As(yo, p, u) for
a given sample function 7.

B. MTL Falsification Problem

Our goal is to test the system X with respect to an MTL
formula. MTL specifications can capture system require-
ments by defining a set of atomic propositions AP which
labels subsets of Y by an observation map O : AP — P(Y)
where each € AP is mapped to a set O(r) C V2.

Definition 1 (MTL Syntax): Assume AP is the set of
atomic propositions and 7 is any non-empty interval of R,.
The set MT L of all well-formed MTL formulas is inductively
defined as ¢ = T |7m|[=¢|d1 V| O¢|d1Urehn, where
me AP, T is true, O is Next and Uy is Until operator.

For MTL formulas ¢, ¢, we define ¢y A ¢ = =(=yy V =¢),
1 =T (False), ¥ = ¢ = —¢V¢ (¥ Implies ¢), O = TU
(Eventually ¢), O = =0~y (Always ), and yR;¢p =
=(—yU;—~¢) (¥ Releases ¢) using syntactic manipulation.

Using a metric d, we can define a distance function that
captures how far away a point y € Y is from a set § C Y.
Intuitively, the distance function assigns positive values when
y is in the set S and negative values when y is outside the set
S. The metric d must be at least a generalized quasi-metric
as described in [3] which also includes the case where d is
a metric as it was introduced in [14].

Definition 2 (Signed Distance): Assume o(i) € Y is a
point at sample index i € N, § € Y is a set and d is a
metric. The Signed Distance from o (i) to S is defined as:

—diStd (O’(i), S)
dista(o (i), Y\S))

if (i) ¢ S

Distq(0 (i), S) := { ifo()es

where distq(y,S) := inf{d(y,y’) | ¥ € S} and inf is the
infimum function.

To simplify the presentation, we use predicates over
the system outputs instead of atomic propositions and ob-
servation maps as in STL [19]. For example, we write
D[O,lo](speed > 80) instead of 00,1017 where O(mr) =
[80, +00). That is, 7 = (speed > 80). We can use these no-
tations interchangeably because MTL robustness semantics
[14] is equivalent to STL robustness semantics [13].

Definition 3 (MTL Robust Semantics): Consider a metric
d, trace pu and O : AP — P(Y), then the robust semantics
of any formula ¢ € MTL with respect to u at sample time
i € N is recursively defined as:

[Tha(u,?) :=+ o0
[7lla(u, i) :=Distq(co(i), O(n))
[—¢lla(u, D) := = [$llalu, 0
[¢1 V g2lla(u, ) := max ([¢1a(u, i), [p2lla(u, D)
[O6TaGe ) ::{ [ola(u,i+1) ifi+1eN

—c0 otherwise

2 Alternatively, instead of using symbol 7 from AP, we could explicitly
write in the formula the predicate which defines O(r) as it is the case in
Signal Temporal Logic (STL) [19].
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Fig. 1. Overview of S-TaLiRo testing framework for the Metric Temporal
Logic (MTL) falsification problem [3], [6].

[p1Urdrllau, i) :=

max
jer (x(i)+rd)

minl Ja(u. b))

(min (10:Tate.

where t4+x 7 = {t” e R| 3¢ € T.¢" = t+1'}, 7! is the inverse
function of 7 to extract the sample index i € N, and — is a
unary operator defining the “negative” values of the range of
d. A trace y satisfies an MTL formula ¢ (denoted by u = ¢),
if [¢lla(u, 0) > 0. On the other hand, a trace u’ falsifies an
MTL formula ¢ (denoted by u’ I ¢), if [¢lla(u’,0) < 0.

Now, we introduce the falsification framework to provide
the infrastructure for our proposed method.

Problem 1 (MTL Falsification): Given a system X and an
MTL specification ¢, the falsification problem consists of
finding a trace u of the system X starting from an initial
state yo, parameter p, and an input signal u such that u =
Z(xo0, p,u) and p = .

The robust semantics [13], [14] can help us to guide the
search for MTL falsification [3]. In order to falsify the speci-
fication, we use the temporal logic robustness as a cost func-
tion which we attempt to minimize. Therefore, we converted
the falsification problem into an optimization problem. The
high level overview of the solution of the Robustness Guided
Temporal Logic Falsification (TLF) problem appears in Fig.
1. The optimization algorithm generates initial conditions,
and input signals. Then, the system X produces the output
signal for which the specification robustness is evaluated
by an MTL monitor [15]. The process is repeated until a
maximum number of tests is reached or a falsifying behavior
is detected. The framework of Fig. 1 can be implemented as
a MATLAB toolbox, i.e., S-TaALiRo [6] or Breach [12].

III. Vacuity AWARE FALSIFICATION FRAMEWORK

To simplify the presentation, we assume that the MTL
specification has only one implication operation. In order to
falsify the implication operation ¢ = ¢ — ¢ = =y V ¢, we
need to satisfy the antecedent ¢ first.

Problem 2 (Vacuity Aware Falsification): Given a system
Y and a request-response MTL specification ¢ with an
implication ¢y — ¢ subformula in a positive form?, find a
trace p of the system X starting from an initial state yo, a
fixed parameter p and an input signal # = uu such that the
prefix of the trace u = Z(yo, p,u) satisfies the antecedent
i E ¢* and the whole trace u = Z(yo, p, uu) falsifies the
main MTL formula u  ¢.

3Without any negation in the parent nodes of  — ¢ in ¢’s parse tree.
4Traces that satisfy the antecedent are called non-vacuous traces [11].
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Fig. 2. Proposed flow for Vacuity Aware Falsification.

A. Proposed Solution

Our strategy for Vacuity Aware Falsification is a two stage
solution: 1) The falsification process should first satisfy the
antecedent. 2) For the traces that satisfy the antecedent, the
process will guide the system toward falsifying the conse-
quent. The proposed flow is provided in Fig. 2. To address
the first stage, we create the Antecedent Failure (AF) formula
AF(¢) where its falsification is interpreted as satisfaction of
the antecedent. The AF in AF(¢) is a function that when
given the formula ¢ = O;( — ¢), it returns O;(—y). The
algorithm that extracts AF(¢) from a more complex MTL
formula ¢ is provided in [11]. The AF(¢) = O;(—y) formula
asserts that the antecedent i would never happen in the
time window of I, see [11] for more details. If S-TaLiRo
falsifies AF(¢), it means that the antecedent ¢ has eventually
been satisfied. According to the architecture in Fig. 2, our
proposed flow runs the testing framework in two stages:

Stage 1: We try to falsify AF(¢) using the falsification
framework. If the AF(¢) is falsified during Stage 1, it means
that the antecedent has eventually been satisfied by u. Thus,
we can proceed to Stage 2 to falsify the main formula ¢.
Otherwise, ¢ is vacuously satisfied in this run.

Stage 2: Since AF(¢) is falsified (in Stage 1), the counter
example is the system input u that leads the system to create
trajectories that satisfy the antecedent of the specification.
Now, we should extract the shortest prefix of the input
(denoted as u) that leads the system to just falsify AF(¢)
and immediately stop the simulation at the falsification point.
The input prefix u leads the system to create the y trace.
We should choose the input prefix u as short as possible
to increase the search space to help the input generator to
find the best suffix (input u) that may lead the system to
falsify ¢. Now, we can explain why the system X should be
deterministic. This is because in Stage 2 we expect to create
the same satisfying output x4 for the same input prefix u that
is extracted from Stage 1.

In Stage 2, we fix the initial condition y, parameter p and
input prefix u which forces all the new testing trajectories
to become non-vacuous signals. Recall that non-vacuous
signals are the signals that satisfy the antecedent. As a result,



the input generator will search over the suffix of the input u
for the system to find a non-vacuous signal y = X(xo, p, uu)
that will eventually falsify the main formula.

The high-level pseudo code of the algorithm that corre-
sponds to Fig. 2 is provided in Algorithm 1, where opt and
opt’ are the optimizers of choice, and Ny is the upper-limit
for the number of optimizer’s iterations. In Line 2, we run
S-TaLiRo to falsify ¢ = AF(¢) (Stage 1). S-TaLiRo returns
Xo, P, u correspond to the minimum robustness. If the search
is successful, we move to Stage 2, unless we report that ¢ is
vacuously satisfied (Line 15). In Stage 2, we extract the input
prefix u in Line 6 and run S-TaLiRo to find the falsifying
suffix (Line 7). In Line 7, (u, U) is the input space with fixed
prefix u. S-TaLiRo in Stage 2 searches over the suffixes of
the input signal to find the trajectory u’ that falsifies the
specification until the number of tests of opt’ reaches to Ny.

Finally, we report the falsification results in Lines 10 and
12. Here, we need to remark that i [~ ¢4r does not guarantee
that there exists a ¢’ such that u’ £ ¢.

Algorithm 1 Vacuity Aware Falsification
Input: X, P, Xy, U, ¢, opt, opt’, Nyax;
Output: Message about Falsification Report;
Procedure VAF(Z, P, X(), U, ¢, opt, Nuyax)
1: par — AF(¢)
2: [xo0, p, U, Nar] < S-TALiRo(Z, P, Xo, U, dar,opt, Nyrax)
30 < Z(xo0, p,u) s Ny < Nyax — Nar
4: if u £ ¢par then
5: Extract u C u such that g £ ¢ar
6: Extract u C u such that u = X(yo, p, u)
7: [xo0, p,u', N¢] « S-TALiIRo(Z, p, xo, (, U), ¢, 0pt’, Ny)
3
9

K < Z(xo, psu’)
: if i’ £ ¢ then
10: return “¢ is falsified”

11: else

12: return “¢ is NOT falsified”
13: end if

14: else

15: return “¢ is vacuously satisfied!”
16: end if

B. Input Prefix-Suffix Example

An example for extracting the input prefix u from input u
is depicted in Fig. 3. Consider the following specification ¢ =
Ojo.41(@ = Oro4,1b) where a = v > 80 and b = v < 60, which
formalizes the following natural language requirement:

“Always during the simulation time up to #; seconds, if
the speed (v) goes above 80, then it must eventually drop
below 60 in t, seconds”

Figure 3 represents the system input and trajectory cor-
responding to the formula ¢. In Fig. 3, the system input u
(Throttle) and the system output v (Speed) are presented.
Any system trace u that falsifies ¢ must first satisfy the
precondition of ¢. In other words, its prefix u must falsify the
antecedent failure, namely AF(¢) = Opo,—(a) = Oy (v <
80). The system trajectory in Fig. 3 is a falsifying signal for

Throttle
%00 RN
% 70

time

Fig. 3. Stage 1 (Gray) and Stage 2 (White) of the Vacuity Aware
Falsification.

the antecedent failure Oy, (v < 80). Therefore, the trajectory
in Fig. 3 is a non-vacuous signal since v > 80. The entire
duration of input signal u is represented by a dashed line
which contains the whole throttle schedule. The shortest
prefix of the input signal u that leads the system to v > 80
is represented with a hashed box.

IV. EXPERIMENTS

In this section, we consider the application of our proposed
method to improve the performance of the falsification
method. Our experiments were conducted on a 64-bit Intel
Xeon CPU (2.5GHz) with 64-GB RAM and Windows Server
2012. We used MATLAB 2015a to run the falsification
toolbox S-TaLiRo [2] and to implement our method (Fig.
2 and Algorithm 1). For our experiments, we used the
following stochastic optimization methods: Simulated An-
nealing (SA) [3], Cross-Entropy (CE) optimization [20], and
Uniform Random (UR) sampling. We remark that all the
experiments were performed with the default parameters for
each optimization method. All the benchmark problems are
available with the S-TaLiRo distribution [2] or from the
ARCH workshop repository [1].

A. Navigation Benchmark with Inputs

We consider a version of the Navigation Benchmark
proposed by Fehnker and Ivancic [16] with a few modifica-
tions. The Navigation Benchmark is a four continuous-state
autonomous affine hybrid automaton. We refer the reader
to [5] for an introduction to hybrid automata. The primary
modification is that now we allow for external inputs to
the system (beyond the constant affine term in the original
model). Even though affine hybrid systems can now be
efficiently solved using reachability tools for hybrid systems,
it still remains a challenge to verify request-response require-
ments as expressed in MTL. In addition, we remark that for
this benchmark, the affine dynamics in each mode could be
changed to complex smooth non-linear dynamics without any
impact to the applicability of the proposed methodology.

The benchmark studies a hybrid automaton H with a
variable number of discrete locations and 4 continuous state
variables xj, xp, x3 and x4 that form the state vector x =
[x1 x» x3 x4]7. The structure of the hybrid automaton can
be better visualized in Fig. 4. The hybrid automaton has a



i N

5 6 7 8

1 7
. / v

1 2 3 4

o |
0 1 3 4
Xl

Fig. 4. Modified Navigation benchmark with 16 locations (modes): Two
trajectories falsifying the requirements ¢yp,, and ¢np,.
number of modes (16 in the example of Fig. 4) where in
each mode, the dynamics of the system are different.

In detail, in each location i of the hybrid automaton, the
system evolves under the differential equation

X =Ax—-Bv(@)+ Cu @))

where u is a 2 dimensional external continuous input to the
system (in this benchmark for all time ¢, u(f) € [-5, 5]%), the
matrices A, B and C are defined as

00 0 1 0 0 00
A=g0-i201 |[»B=|_1201 | and C=]|7 (5
00 01 -12 01 -12 01

and the constant vector term in each location is
v(i) = [sin(rD(i)/4) cos(xD()/H)]".

The array D is one of the parameters of the hybrid automaton
that the user can control in order to define different bench-
marks. It defines the input vector in each discrete location
(see arrows in Fig. 4).

The invariant set of every location (mode) is a 1 X 1 box
that constraints the “position” of the system (xi,x,), while
the velocity (x3,x4) can flow unconstrained. The guards in
each location are the edges and the vertices that are common
among the neighboring locations. When a guard is reached,
the system switches between system dynamics. The set of
initial conditions is the set to Hy = {(m,x) | m = 13,x €
[0.2 0.8] x [3.2 3.8] x [-0.4 0.4]?} (green box in Fig. 4).

Sample trajectories (under some input signal) of
the system appear in Fig. 4 for initial conditions
(0.6821, 3.6558,0.0685, —0.1790) for the blue trajectory and
(0.4136,3.2076,—-0.3705, 0.3474) for the red trajectory.

We evaluated the following request-response requirements
on the system (the sets which correspond to each predicate
in the formulas are highlighted as yellow boxes in Fig. 4):

dyp, =0 =10 A x; > 1.2 A x > 2.25)
S O-(=5Ax<075Ax < 1.8))
dnp, =0 =5Ax <0.75Ax, < 1.8)
- O=(i=14Ax > 1.65A x> 3.65))

Both specifications state “if a set X is visited, then from
that point on a set Y should not be visited”. Variations
of these requirements with timing constraints can be easily
constructed. Since the predicates in ¢yp, represent hybrid
space (discrete locations with continuous state variables) we
need to use hybrid distance semantics for the robustness
semantics (see the generalized distance function dy in [3]).
Finally, we set Nyax = 200 for Algorithm 1.

The results for both formulas are presented in Table I
(¢np rows). All the experiments are conducted with the same
number of optimization’s tests (Nyax) for both VAF and
S-TaLiRo. The following observations can be made. First
and foremost, using VAF uniformly improves the falsification
outcomes independently of what the underlying method is.
In all cases, by utilizing VAF, the rate of detecting falsifying
behaviors is at least doubled. Second, on harder problem
instances, i.e., for specification ¢yp,, the VAF method out-
performs the methods without VAF by an order of magnitude.
In general, the difficulty of a benchmark can be assessed by
how easily it is falsified using uniform random sampling.

B. Automatic Transmission

The Automatic Transmission (AT) model is provided by
Mathworks as a Simulink demo®. The AT has two inputs:
Throttle and Brake. The throttle and break can take any value
between 0% to 100%, at each point in time. The outputs
contain two real-valued traces: the speed of the engine w and
the speed of the vehicle v. In addition, the outputs contain
one discrete-valued trace gear with four possible values.
Thus, AT is a Simulink model that exhibits both continuous
and discrete behavior. In order to evaluate the improvement
of S-TaLiRo framework by using VAF, we considered the
following safety request-response requirements:

1) “After shifting down into gear one, there should be no

shift from gear one to any other gear within 2.5 sec.”

2) “After shifting down into gear one, the engine speed w

should always stay below 3000 RPM within 2.5 sec.”

The simulation time for the system is set to 30 seconds.
Therefore, we can use bounded MTL formulas for the
requirement such that the horizon of MTL formula equals
to the simulation time (30 seconds). We formalize the above
requirements as the follows:

dar, = Opo,27.51((=g1 A Og1) — O0.2581)
dar, = Opo27.5((—g1 A Og1) = Oo2.571)

where g; = {gear = 1} and r; = {w < 3000}.

For the AT experiments, we set the number of optimiza-
tion’s tests to be 1000 (Ny4x = 1000). In addition, for VAF,
we create the antecedent failure of @47, and @47, as follows:

AF(¢ar) = Opo27.5/(—(—g1 A Og1))

For evaluating VAF, we first setup the S-TaLiRo to falsify the
AF(¢47) which is the execution of Stage 1 in Fig. 2. Then,

SModeling an  Automatic  Transmission Controller,  Available
at: http://www.mathworks.com/help/simulink/examples/
modeling-an-automatic-transmission-controller.html



TABLE I
CoMPARING VAcuITY AWARE FaALSIFICATION (VAF) witH TEMPORAL Locic FALsIFICATION (TLF) FOR THE FALSIFICATION OF ¢NB, PAT -

Vacuity Aware Falsification (VAF) S-TaLiRo
Spec. Opt. AF(Spec.) is falsified (Stage 1) | Spec. is falsified (Stage 2) Opt. | falsified
¢NB, UR 100/100 88/100 UR 32/100
¢NB, SA 91/100 59/91 SA 21/100
¢NB, CE 100/100 67/100 CE 26/100
¢NB, UR 100/100 10/100 UR 1/100
¢nB, SA 92/100 23/92 SA 1/100
¢nB, CE 100/100 24/100 CE 2/100
AT, UR 97/100 97/97 UR 20/100
AT, UR+SA 95/100 (UR) 95/95 (SA) SA 17/100
AT, UR+CE 91/100 (UR) 91/91 (CE) CE 8/100

we run the second stage of VAF if Stage 1 was successful
(see Fig. 2 Stage 2).

The falsification results of our proposed method are pro-
vided in Table I (¢47, rows). It can be observed that for
@ar, the original UR method can successfully falsify only 20
out of 100 runs. However, our method successfully falsified
the antecedent failure in 97 out of 100 runs in Stage 1, and
among the runs that successfully falsify AF(¢47), all of them
would ultimately falsify the original specification in Stage 2.

For the rows corresponding to ¢ar,, we choose UR for
the falsification at Stage 1. This is due to the fact that
the hybrid robustness value of g; is equivalent to T when
gear = 1, and L when gear # 1 with no intermediate values
between them (see the generalized distance function dg in
[3]). Therefore, the cost function of the stochastic optimizer
does not decrease towards the falsification. In this case,
since g; behaves like a Boolean event, UR is the preferred
optimization algorithm in Stage 1. This demonstrates the
flexibility of our method in that we can choose different
optimizations for different Stages of VAF.

For the second stage of ¢a7,, we used SA and CE. The
VAF method with using UR+SA improves the falsification
for SA-TaLiRo as follows: The original SA-TALIRo success-
fully falsifies 17 out of 100 runs. We used UR-TaLIRo in
Stage 1 to falsify antecedent failure in 95 out of 100 runs
and SA-TaLiRo used those signal prefixes to falsify all of the
runs in Stage 2. CE-TaLiRo improves the results in a similar
way. Our experiments on AT show that VAF with UR-TALiRo
in Stage 1, can drastically improve the falsification process.

V. CONCLUSIONS

We have introduced a new framework for Vacuity Aware
Falsification (VAF) for Cyber-Physical Systems (CPS). Our
experimental results demonstrate improvements for different
S-TaLiRo optimization methods when we apply our new VAF
framework. In the future, this method will be applied to more
complex request-response requirements with more than one
implication operations.
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